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	Scope (defines the intent or object of the Recommendation and the aspects covered, thereby indicating the limits of its applicability):

	The scope of this Recommendation is to update the Cryptographic Message Syntax (CMS) to eliminate all obsolete ASN.1 features and make it usable with all ASN.1 standardized encoding rules. CMS is being used to protect information of any type or format from the threats of accidental or deliberate disclosure, alteration, destruction, or substitution, while the information is at rest or during transfer across interconnected networks

	Summary (provides a brief overview of the purpose and contents of the Recommendation, thus permitting readers to judge its usefulness for their work):

	The purpose of this Recommendation is to update the Cryptographic Message Syntax (CMS) to eliminate all obsolete ASN.1 features and make it usable with all ASN.1 standardized encoding rules. CMS is being used to protect information of any type or format from the threats of accidental or deliberate disclosure, alteration, destruction, or substitution, while the information is at rest or during transfer across interconnected networks. The Recommendation will continue to support the existing CMS features of data integrity, confidentiality, origin authenticity, and non-repudiation services needed for reliable information exchange and for strong authentication.

The Recommendation will bring together a set of cryptographic key management techniques to support flexible key establishment mechanisms, such as constructive key management, key agreement, key exchange, and password-based encryption. These techniques can be used to prevent fraud, and to protect personally identifiable and other sensitive information from the threats outlined above. The CMS will support digital signature, encryption, and signcryption techniques based on the public-key technology defined in the X.500 series of Recommendations.

The Recommendation will be cryptographic algorithm independent so that the syntax supports any set of algorithms required by any community. All of the encoding rules defined in the ASN.1 Recommendations will be supported to enable efficient transfer in environments constrained by mobility, limited battery life, or bandwidth (e.g., wireless communications using hand held and personal devices), high volumes of transactions (e.g., mobile internet commerce), or limited storage capacity (e.g., common access (CAC), personal identity verification (PIV), and other smart cards). The flexibility of the extensible markup language (XML) will be provided through support for the ASN.1 XML Encoding Rules. 


	Relations to ITU-T Recommendations or to other standards (approved or under development):

	BS ISO 22895. Financial services. Security. Cryptographic syntax scheme;

IETF RFC 3852 Cryptographic Message Syntax

ANSI X9.73-2010 Cryptographic Message Syntax – ASN.1 and XML



	Liaisons with other study groups or with other standards bodies: 

ISO/IEC JTC 1/SC 27 IT Security techniques/WG 2 Cryptography and security mechanisms; 

ISO/TC 68/SC 2 Financial Services, Security;

IETF SMIME Working Group
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