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Introduction

<Optional – This clause should appear only if it contains information different from Scope and Summary>

1 Scope

This Recommendation | International Standard enhances the existing cryptographic message syntax protocol by adding signcrytion techniques and providing a new ASN.1 module which conforms to the last edition of the ASN.1 standard which can be used with all standardized encoding rules of ASN.1.

2 Normative references
The following Recommendations and International Standards contain provisions which, through reference in this text, constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

· Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology – Open systems interconnection – The Directory: Public-key and attribute certificate frameworks.
· Recommendation ITU-T X.509 (1997) | ISO/IEC 9594-8:1997, Information technology – Open systems interconnection – The Directory: Public-key and attribute certificate frameworks.
· Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology – Abstract Syntax Notation One (ASN.1): Specification of basic notation.
–
Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology – Abstract Syntax Notation One (ASN.1): Information object specification.
–
Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology – Abstract Syntax Notation One (ASN.1): Constraint specification.
–
Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology – Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.
· Recommendation ITU-T X.690 (2008) | ISO/IEC 8825-1:2008, Information technology – ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).
· Recommendation ITU-T X.691 (2008) | ISO/IEC 8825-2:2008, Information technology – ASN.1 encoding rules: Specification of Packed Encoding Rules (PER).

· Recommendation ITU-T X.693 (2008) | ISO/IEC 8825-4:2008, Information technology – ASN.1 encoding rules: XML Encoding Rules (XER).
· ISO/IEC 29150:2011, Information technology – Security techniques –  SignCryption
2.2 Additional References

· IETF RFC 5652 (2009), Cryptographic Message Syntax (CMS).

· IETF RFC 5911 (2010), New ASN.1 Modules for Cryptographic Message Syntax (CMS) and S/MIME.

· IETF RFC 5912 (2010), New ASN.1 Modules for the Public Key Infrastructure Using X.509 (PKIX).

· IETF RFC 6268 (2011), Additional New ASN.1 Modules for the Cryptographic Message Syntax (CMS) and the Public Key Infrastructure Using X.509 (PKIX).
3 Definitions
For the purposes of this Recommendation | International Standard, the following definitions apply:

<Check in ITU-T Terms and definitions database under http://www.itu.int/ITU-R/go/terminology-database whether the term is already defined in another Recommendation. It may be more consistent to refer to such a definition rather than redefine it.>

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

<Include all abbreviations used in this Recommendation>

5 Conventions

<Describe any particular notation, style, presentation, etc. used within the Recommendation if any>

6 Cryptographic Message Syntax
6.1 The CMS content types
CMS defines the following content types:

· data: used to transfer data defined string of octets;

· signed data: used to transfer data with zero or more signatures;

· enveloped data: used to transfer encrypted data with one or more content-encryption keys;

· digested data: used to transfer data with a message digest;

· encrypted data: used to transfer encrypted data;

· authenticated data: used to transfer data with a message authentication code and one or more encrypted authentication keys;

· signcrypted data: used to transfer signed and encrypted data using signcryption technique.

Each of these content types is uniquely identified by an object identifier:

· for data: 



id-data OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)
rsadsi(113549)pkcs(1) pkcs7(7) 1}
· for signed data:



id-signedData OBJECT IDENTIFIER ::= {iso(1) member-body(2)
us(840)rsadsi(113549) pkcs(1) pkcs7(7) 2}

· for enveloped data:



id-envelopedData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkcs7(7) 3}

· for digested data:



id-digestedData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)



rsadsi(113549) pkcs(1) pkcs7(7) 5}

· for encrypted data:



id-encryptedData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs7(7) 6}

· for authenticated data:



id-ct-authData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)


rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) ct(1) 2}

· for signcrypted data:



id-signcryptedData OBJECT IDENTIFIER ::= {itu-t recommendation(0) x(24)

cms(894) signcryption(1) data(0)}
Data transferred with Cryptographic Message Syntax use the following ASN.1 type:

ContentInfo ::= SEQUENCE {

contentType
CONTENT-TYPE.&id({ContentSet}),

content
[0] EXPLICIT CONTENT-TYPE.&Type({ContentSet}{@contentType})}

The CONTENT-TYPE information object class is defined as TYPE-IDENTIFIER and is used to assign one of the previous object identifiers to the corresponding ASN.1 type.

CONTENT-TYPE ::= TYPE-IDENTIFIER

ContentType ::= CONTENT-TYPE.&id

ContentSet CONTENT-TYPE ::= {

-- Define the set of content types to be recognized

ct-Data |

ct-SignedData |

ct-EnvelopedData  |

ct-DigestedData |

ct-EncryptedData |

ct-AuthenticatedData |

ct-SigncryptedData,

...}

ct-Data



CONTENT-TYPE ::= {OCTET STRING IDENTIFIED BY id-data}



-- see clause 7

ct-SignedData 


CONTENT-TYPE ::= {SignedData IDENTIFIED BY id-signedData}



-- see clause 8
ct-EnvelopedData

CONTENT-TYPE ::= {EnvelopedData IDENTIFIED BY 




id-envelopedData}

-- see clause 9

ct-DigestedData


CONTENT-TYPE ::= {DigestedData IDENTIFIED BY 




id-digestedData}

-- see clause 10

ct-EncryptedData

CONTENT-TYPE ::= {EncryptedData IDENTIFIED BY




id-encryptedData}

-- see clause 11

ct-AuthenticatedData

CONTENT-TYPE ::= {AuthenticatedData IDENTIFIED BY




id-ct-authData}

-- see clause 12

ct-SigncryptedData

CONTENT-TYPE ::= {SigncryptedData IDENTIFIED BY




id-signcryptedData}

-- see clause 13

6.2 Version numbers

The following ASN.1 types:

· SignedData,

· ExtendedCertificateInfo,

· SignerInfo,

· EnvelopedData,

· KeyTransRecipientInfo,

· KeyAgreeRecipientInfo,

· KEKRecipientInfo,

· PasswordRecipientInfo,

· DigestedData,

· EncryptedData,

· AuthenticatedData,

· SigncryptedData,

· SigncrypterInfo

contain a version number which is associated to some features of the protocol. To ensure maximum interoperability between various CMS implementations, it is recommended to use to lowest version number which supports the required features. Seven versions are actually defined by the following ASN.1 type:

CMSVersion ::= INTEGER {v0(0), v1(1), v2(2), v3(3), v4(4), v5(5), v6(6)}(0..MAX)

NOTE – The (0..MAX) constraint provides a more efficient PER encoding of CMSVersion.

7 Data

The data content type is used to transfer arbitrary octet strings which are interpreted by applications. The ct-Data content type is defined as follows:

ct-Data

CONTENT-TYPE ::= {OCTET STRING IDENTIFIED BY id-data}

The data content type is generally used to encapsulate the user data in other content types (signed data, enveloped data, etc).
8 Signed Data

The signed data content type is used to transmit any type of data with zero or more signatures. For each signer:

· a hashed value is computed on the user data and possibly on other information (attributes described in 14) using a signer specific algorithm;

· the hashed value is encrypted using the signer’s private key to produce the signature;

· the signature and other signer specific information are gathered in a structure defined by the SignerInfo ASN.1 type.
8.1 The SignedData type

The SignedData ASN.1 type is defined as follows:

SignedData ::= SEQUENCE  {

version


CMSVersion,

digestAlgorithms 

SET OF DigestAlgorithmIdentifier,

encapContentInfo

EncapsulatedContentInfo,

certificates

[0]
IMPLICIT CertificateSet OPTIONAL,

crls



[1]
IMPLICIT RevocationInfoChoices OPTIONAL,

signerInfos


SignerInfos 
}
This sequence type contains the following components:
a)
version specifies the version of the SignedData content and should be defined by applying successively the following rules:

–
if certificates is present and at least one certificate uses the other alternative of CertificateChoice, the version shall be v5;

–
if crls is present and at least one certificate revocation list uses the other alternative of RevocationInfoChoice, the version shall be v5;

–
if certificates is present and at least one certificate uses the v2AttrCert alternative of CertificateChoice, the version shall be v4;

–
if certificates is present and at least one certificate uses the v1AttrCert alternative of CertificateChoice, the version shall be v3;

–
if at least one SignerInfo (see 8.3) content uses version v3, the version shall be v3;

–
if encapContentInfo (see 8.2) uses an eContentType other than id-data, the version shall be v3;

–
in all other cases, the version shall be v1.

b)
digestAlgorithms is a list of digest algorithm identifiers, each of them is defined by the identification of the algorithm and associated parameters. This list should contain all the digest algorithms used by the signers to facilitate one-pass signature verification.

c)
encapContentInfo (see 8.2) is the signed content defined by a type identifier and a content.

d)
certificates is a collection of public key and/or attribute certificates to facilitate the validation of the public keys of the signers. This collection may contain more certificates than necessary or fewer and, in the latter case, recipients have to use other means to get other certificates. The ASN.1 type CertificateSet is a collection of five kinds of certificates.



CertificateSet ::= SET OF CertificateChoice
CertificateChoice ::= CHOICE {

certificate 

Certificate,

extendedCertificate [0] IMPLICIT ExtendedCertificate,

           

-- Obsolete

...,

[[3: v1AttrCert 
[1] IMPLICIT AttributeCertificateV1]],




-- Obsolete

[[4: v2AttrCert 
[2] IMPLICIT AttributeCertificateV2]],

[[5: other      
[3] IMPLICIT OtherCertificateFormat]] 
}


The ASN1.1 type CertificateChoice has the following alternatives:

· certificate: this type is a public key certificate as defined in Rec. ITU-T X.509 (2012) | ISO/IEC 9594-8:2014;
· extendedCertificate: this alternative is maintained for compatibility with existing applications but should not be used in new applications of CMS. The ExtendedCertificate type consists of a signed structure of type ExtendedCertificateInfo.

ExtendedCertificate ::= SEQUENCE {

extendedCertificateInfo

ExtendedCertificateInfo,

signatureAlgorithm


SignatureAlgorithmIdentifier,

signature



Signature 
}


ExtendedCertificateInfo ::= SEQUENCE {

version

CMSVersion,

certificate

Certificate,

attributes

UnauthAttributes 
}


The ExtendedCertificateInfo type contains the following components:
· version: a CMS version: the version shall be equal to v0;

· certificate: a certificate as defined in Rec. ITU-T X.509 (2012) | ISO/IEC 9594-8:2012;

· attributes: some attributes (see 14).




Signature ::= BIT STRING

· v1AttrCert: this alternative uses the AttributeCertificate ASN.1 type as defined in Rec. ITU-T X.509 (1997) | ISO/IEC 9594-8:2007 and is maintained for compatibility with existing applications and shall not be used in new applications of CMS:

AttributeCertificateV1 ::= SIGNED{AttributeCertificateInfoV1}

AttributeCertificateInfoV1 ::= SEQUENCE {




version 
AttCertVersionV1 DEFAULT v1,




subject 
CHOICE {






baseCertificateID 
[0] IssuerSerial,






-- associated with a Public Key Certificate






subjectName 

[1] GeneralNames





-- associated with a name





},



issuer

GeneralNames,




signature
AlgorithmIdentifier






{SIGNATURE-ALGORITHM, {...}},




serialNumber
CertificateSerialNumber,




attCertValidityPeriod
AttCertValidityPeriod,




attributes
SEQUENCE OF AttributeSet{{AttrList}},




issuerUniqueID

UniqueIdentifier OPTIONAL,




extensions
Extensions{{AttributeCertExtensionsV1}}






OPTIONAL 



}

AttCertVersionV1 ::= INTEGER { v1(0) }

AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::= 



SEQUENCE {




algorithm

ALGORITHM-TYPE.&id({AlgorithmSet}),




parameters

ALGORITHM-TYPE.&Params







({AlgorithmSet}{@algorithm}) OPTIONAL 



}

AttributeSet{ATTRIBUTE:AttrSet} ::= SEQUENCE {




type

ATTRIBUTE.&id({AttrSet}),




values

SET SIZE (1..MAX) OF






ATTRIBUTE.&Type({AttrSet}{@type})



}

AttrList ATTRIBUTE ::= {...}

Extensions{EXTENSION:ExtensionSet} ::=
SEQUENCE SIZE (1..MAX) OF



Extension{{ExtensionSet}}

Extension{EXTENSION:ExtensionSet} ::= SEQUENCE {




extnID


EXTENSION.&id({ExtensionSet}),




critical

BOOLEAN DEFAULT FALSE,



extnValue

OCTET STRING (CONTAINING





EXTENSION.&ExtnType({ExtensionSet}{@extnID}))





-- contains the DER encoding of the ASN.1 value





-- corresponding to the extension type identified





-- by extnID 



}

AttributeCertExtensionsV1 EXTENSION ::= {...}

· v2AttrCert: this alternative uses the AttributeCertificate as defined in Rec. ITU-T X.509 | ISO/IEC 9594-8:

AttributeCertificateV2 ::= AttributeCertificate

· other: this alternative is used to define specific formats of certificate. Each format is defined by an ASN.1 type associated to an object identifier in an information object of OTHER-CERT-FMT object class defined as:

OTHER-CERT-FMT
::= TYPE-IDENTIFIER

OtherCertificateFormat ::= SEQUENCE {




otherCertFormat
OTHER-CERT-FMT.&id




({SupportedCertFormats}),




otherCert

OTHER-CERT-FMT.&Type





({SupportedCertFormats}{@otherCertFormat})



}

SupportedCertFormats OTHER-CERT-FMT ::= { ... }

e)
crls is a collection of public key or attribute certificate revocation lists to facilitate the validation of the public keys of the signers. As for the certificates, this collection may contain more certificate revocation lists than necessary or fewer and, in the latter case, recipients have to use other means to get other certificate revocation lists. The ASN.1 type RevocationInfoChoices is a collection of two kinds of revocation information: 

RevocationInfoChoices ::= SET OF RevocationInfoChoice

RevocationInfoChoice ::= CHOICE {




crl


CertificateList,




...,




[[5: other [1]
IMPLICIT OtherRevocationInfoFormat ]] 



}


crl: this alternative uses the CertificateList as defined in Rec. ITU-T X.509 | ISO/IEC 9594-8


other: this alternative is used to define specific formats of revocation information; each format is defined by an ASN.1 type associated to an object identifier using an information object of  OTHER-REVOK-INFO object class defined as:

OTHER-REVOK-INFO ::= TYPE-IDENTIFIER

OtherRevocationInfoFormat ::= SEQUENCE {




otherRevInfoFormat
OTHER-REVOK-INFO.&id






({SupportedOtherRevokInfo}),




otherRevInfo

OTHER-REVOK-INFO.&Type






({SupportedOtherRevokInfo}{@otherRevInfoFormat})



}

SupportedOtherRevokInfo OTHER-REVOK-INFO ::= { ... }

f)
signerInfos (see 8.3) contents the signature of the signers. Usually, the validation of one signature is sufficient to validate the message, but, in some environments, other rules may be defined.

8.2 The EncapsulatedContentInfo type

The EncapsulatedContentInfo type is defined as follows:

EncapsulatedContentInfo ::= SEQUENCE {

eContentType
CONTENT-TYPE.&id({ContentSet}),

eContent

[0] EXPLICIT OCTET STRING





(CONTAINING CONTENT-TYPE.&Type





({ContentSet}{@eContentType})) OPTIONAL



}

8.3 The SignerInfos type

The SignerInfos type is the collection all signer specific information:

SignerInfos ::= SET OF SignerInfo

Each SignerInfo structure contains information needed to identify the signer, a list of attributes, the algorithm identifiers used by the digest, the signature algorithm and the signature which is computed from the content present in EncapsulatedContentInfo and some or all of the attributes.

The SignerInfo type is defined as follows:

SignerInfo ::= SEQUENCE {

version

CMSVersion,

sid



SignerIdentifier,

digestAlgorithm
DigestAlgorithmIdentifier,

signedAttrs

[0]
IMPLICIT SignedAttributes OPTIONAL,

signatureAlgorithm
SignatureAlgorithmIdentifier,

signature

SignatureValue,

unsignedAttrs
[1]
IMPLICIT Attributes{{UnsignedAttributes}}





OPTIONAL
}

a)
version specifies the version of SignerInfo content and should be defined by applying successively the following rules:

–
if sid uses the issuerAndSerialNumber alternative of SignerIdentifier (see 8.3.1), the version shall be v1;

–
if sid uses the subjectKeyIdentifier alternative of SignerIdentifier (see 8.3.1), the version shall be v3.

b)
sid identifies the signer’s certificate (see 8.3.1)

c)
digestAlgorithm identifies the digest algorithm and the associated parameters, if any, used by the signer to compute the hash of the content of the message or the content of the message with the signed attributes (see  14).
DIGEST-ALGORITHM ::= CLASS {


&id

OBJECT IDENTIFIER UNIQUE,


&Params

OPTIONAL,


&paramPresence
ParamOptions DEFAULT absent


} 

WITH SYNTAX {


IDENTIFIER
&id


[PARAMS

[TYPE &Params] ARE &paramPresence ]


}

ParamOptions
::= ENUMERATED {

required
,

-- Parameters shall be encoded in structure


preferredPresent,
-- Parameters should be encoded in structure


preferredAbsent,
-- Parameters should not be encoded in structure


absent,


-- Parameters shall not be encoded in structure


inheritable,

-- Parameters are inherited if not present


optional,

-- Parameters may be encoded in the structure


...


}

DigestAlgorithmIdentifier ::= AlgorithmIdentifier




{DIGEST-ALGORITHM, {DigestAlgorithmSet}}


The algorithms are currently defined: md5 and sha1
DigestAlgorithmSet 
DIGEST-ALGORITHM ::= {MessageDigestAlgs, ... }

MessageDigestAlgs 
DIGEST-ALGORITHM ::= {
mda-md5 | 
mda-sha1 |  

mda-sha256 | 

mda-sha384 | 

mda-sha512 |

mda-sha224 |

mda-sha512-224 |

mda-sha512-256}
mda-md5 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-md5


PARAMS

TYPE NULL ARE preferredAbsent}

id-md5 OBJECT IDENTIFIER ::= {


iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5 }

mda-sha1 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-sha1


PARAMS

TYPE NULL ARE preferredAbsent


}

id-sha1 OBJECT IDENTIFIER ::= {


iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26 }
mda-sha256 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-sha256

PARAMS

TYPE NULL ARE preferredAbsent


}

id-sha256 OBJECT IDENTIFIER ::= {
{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) csor(3) nistAlgorithm(4) hashAlgs(2) sha256(1)}
mda-sha384 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-sha384

PARAMS

TYPE NULL ARE preferredAbsent


}

id-sha384 OBJECT IDENTIFIER ::= {
{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101)
csor(3) nistAlgorithm(4) hashAlgs(2) sha384(2)}
mda-sha512 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-sha512

PARAMS

TYPE NULL ARE preferredAbsent


}

id-sha512 OBJECT IDENTIFIER ::= {
{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) 
csor(3) nistAlgorithm(4) hashAlgs(2) sha512(3)}
mda-sha224 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-sha224

PARAMS

TYPE NULL ARE preferredAbsent


}

id-sha224 OBJECT IDENTIFIER ::= {
{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101)
csor(3) nistAlgorithm(4) hashAlgs(2) sha224(4)}
mda-sha512-224 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-sha512-224

PARAMS

TYPE NULL ARE preferredAbsent


}

id-sha512-224 OBJECT IDENTIFIER ::= {
{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101)
csor(3) nistAlgorithm(4) hashAlgs(2) sha512-224(5)}
mda-sha512-256 DIGEST-ALGORITHM ::= {


IDENTIFIER
id-sha512-256

PARAMS

TYPE NULL ARE preferredAbsent


}

id-sha512-256 OBJECT IDENTIFIER ::= {
{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101)
csor(3) nistAlgorithm(4) hashAlgs(2) sha512-256(6)}
d)
signedAttrs is a collection of attributes that are signed. This component is optional when the eContentType of EncapsulatedContentInfo is id-data and mandatory in other situations. When signedAttrs is present, it shall content at least the two following attributes:

–
aa-contentType (see 14.1) which is equal to eContentType value of EncapsulatedContentInfo;

· aa-messageDigest (see 14.2) which contents the digest of the content.


The attributes shall be encoded using the DER encoding rules as defined in Rec. ITU-T X.690 | ISO/IEC 8825-1.
SignedAttributes ::= Attributes {{ SignedAttributesSet }}

Attributes { ATTRIBUTE:AttrList } ::= SET SIZE (1..MAX) OF Attribute 


{{ AttrList }}
Attribute{ ATTRIBUTE:AttrList } ::= SEQUENCE {

attrType

ATTRIBUTE.&id({AttrList}),


attrValues
SET OF ATTRIBUTE.&Type({AttrList}{@attrType})  }

SignedAttributesSet ATTRIBUTE ::=


{ aa-signingTime | aa-messageDigest | aa-contentType, ... }

UnsignedAttributes ATTRIBUTE ::= { aa-countersignature, ... }

aa-countersignature ATTRIBUTE ::=


{ TYPE Countersignature IDENTIFIED BY id-countersignature }

Countersignature ::= SignerInfo

id-countersignature OBJECT IDENTIFIER ::= 

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9) 6 }

SMIME-CAPS ::= CLASS {


&id         OBJECT IDENTIFIER UNIQUE,


&Type       OPTIONAL


}

WITH SYNTAX { 


[TYPE &Type] IDENTIFIED BY &id }

SignatureAlgorithmIdentifier ::= AlgorithmIdentifier


{SIGNATURE-ALGORITHM, {SignatureAlgorithmSet}}

SignatureAlgorithmSet SIGNATURE-ALGORITHM ::= { SignatureAlgs, ... }

SignatureAlgs SIGNATURE-ALGORITHM ::= {


sa-dsaWithSHA1 |  sa-rsaWithMD5 | sa-rsaWithSHA1,


... }


SIGNATURE-ALGORITHM ::= CLASS {


&id


OBJECT IDENTIFIER UNIQUE,


&Value

OPTIONAL,


&Params

OPTIONAL,


&paramPresence
ParamOptions DEFAULT absent,


&HashSet

DIGEST-ALGORITHM OPTIONAL,


&PublicKeySet
PUBLIC-KEY OPTIONAL,


&smimeCaps

SMIME-CAPS OPTIONAL


} 



WITH SYNTAX {


IDENTIFIER

&id


[VALUE

&Value]


[PARAMS

[TYPE &Params] ARE &paramPresence ]


[HASHES

&HashSet]


[PUBLIC-KEYS
&PublicKeySet]


[SMIME-CAPS

&smimeCaps]


}



SMIME-CAPS ::= CLASS {


&id


OBJECT IDENTIFIER UNIQUE,


&Type


OPTIONAL


}



WITH SYNTAX { 


[TYPE 

&Type] 


IDENTIFIED BY 
&id }

sa-dsaWithSHA1 SIGNATURE-ALGORITHM ::= {


IDENTIFIER
dsa-with-sha1


VALUE

DSA-Sig-Value


PARAMS

TYPE NULL ARE absent


HASHES

{ mda-sha1 }


PUBLIC-KEYS

{ pk-dsa }


SMIME-CAPS { IDENTIFIED BY dsa-with-sha1 }}

dsa-with-sha1 OBJECT IDENTIFIER ::=  {


iso(1) member-body(2) us(840) x9-57(10040) x9algorithm(4) 3 }


DSA-Sig-Value ::= SEQUENCE {


r

INTEGER,


s

INTEGER


} 



PUBLIC-KEY ::= CLASS {


&id

OBJECT IDENTIFIER UNIQUE,


&KeyValue
OPTIONAL,


&Params

OPTIONAL,


&paramPresence
ParamOptions DEFAULT absent,


&keyUsage
KeyUsage OPTIONAL,


&PrivateKey
OPTIONAL


} 



WITH SYNTAX {


IDENTIFIER

&id


[KEY


&KeyValue]


[PARAMS


[TYPE &Params] ARE &paramPresence]


[CERT-KEY-USAGE
&keyUsage]


[PRIVATE-KEY

&PrivateKey]


}



pk-dsa PUBLIC-KEY ::= {

IDENTIFIER 

id-dsa

KEY 


DSAPublicKey

PARAMS 


TYPE DSA-Params ARE inheritable

-- Private key format not in this module --

CERT-KEY-USAGE 
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }

}



id-dsa OBJECT IDENTIFIER ::= {


iso(1) member-body(2) us(840) x9-57(10040) x9algorithm(4) 1 }



DSA-Params ::= SEQUENCE {


p

INTEGER,


q

INTEGER,


g

INTEGER


}



DSAPublicKey ::= INTEGER --  public key, y



sa-rsaWithMD5 SIGNATURE-ALGORITHM ::= {

IDENTIFIER
md5WithRSAEncryption

PARAMS

TYPE NULL ARE required

HASHES

{ mda-md5 }

PUBLIC-KEYS
{ pk-rsa }

SMIME-CAPS
{ IDENTIFIED BY md5WithRSAEncryption }

}



md5WithRSAEncryption OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 4 }



sa-rsaWithSHA1 SIGNATURE-ALGORITHM ::= {

IDENTIFIER

sha1WithRSAEncryption

PARAMS

TYPE NULL ARE required

HASHES

{ mda-sha1 }

PUBLIC-KEYS

{ pk-rsa }

SMIME-CAPS

{IDENTIFIED BY sha1WithRSAEncryption }

}



sha1WithRSAEncryption OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 5 }



SignatureValue ::= OCTET STRING

8.3.1 Signer identification

The signer identification contains information to identify a certificate by its issuer and its serial number or, since version 3, by a key identifier.
SignerIdentifier ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

...,

[[3: subjectKeyIdentifier [0] SubjectKeyIdentifier ]] 
}

8.3.2 Signed and unsigned attributes

An attribute is defined by an object identifier and a value (see 14).
Some of attributes, if present, have to be signed. The signed attributes, if present, shall contain at least the message-digest (see 14.2) and the content-type (see 14.1) attributes.
SignedAttributesSet ATTRIBUTE ::=

{ aa-signingTime | aa-messageDigest | aa-contentType, ... }

Other attributes can be present but they have not to be signed.
UnsignedAttributes ATTRIBUTE ::= { aa-countersignature, ... }
8.4 Signature process

8.4.1 Message digest generation processs
The message digest is computed on the content being signed or on a message digest of this content depending on the presence of signed attributes.

If there is no signed attributes, the message digest is computed on the eContent component of the encapContentInfo component. The eContent component is an octet string and only the content part of this octet string encoding is used (the tag and length fields are omitted).

If there are signted attributes, the content-type and message-digest attributes are present and the message digest is computed on the DER encoding of the signedAttrs component. 

The message-digest attribute is computed on the content being signed which is represented by the eContent component of the encapContentInfo component. Only the content part of this octet string encoding is used (the tag and length fields are omitted).

A specific DER encoding of the signedAttrs component is done to compute the message digest : for this encoding, the IMPLICIT [0] tag shall be replaced with EXPLICIT SET OF tag and the tag and length fields followed by the content of the DER encoding are used by the message digest computation process.

8.4.2 Signature generation process

The signature is computed by encryption, using the signer’s private key, of the result of the message digest calculation (which can contain signed attributes). The algorithm is defined by an object identifier and, possibly, some parameters. The signature is encoded as an octet string and carried in the signature component.
8.4.3 Signature verification process

The signature verification process needs the signer’s public key which can be obtained by various means but the preferred method is using a public key certificate. The result of the message digest calculation (which can contain signed attributes) shall be equal to the result computed by the signer and obtained by decryption of the signature with the signer’s public key. If the signerInfo includes signed attributes, the content-type, present in the signed attributes, shall be equal to the eContentType of EncapsulatedContentInfo.
9 Enveloped data

The enveloped-data content type represents an encrypted content of any type and the encrypted content-encryption keys for one or more recipients. The combination of the encrypted content and the encrypted content-encryption key related to one recipient is the digital envelope of that recipient.

The construction of an enveloped-data needs the following steps:

a) a content-encryption key for the content-encryption algorithm is generated using a random function;
b) for each recipient, the content-encryption key is encrypted according to the key management algorithm for the recipient. Four techniques are generally supported:

· key transport: the content-encryption key is encrypted with the recipient’s public-key;

· key agreement: the recipient’s public key and the sender’s private key are combined to generate a pairwise symmetric key used to encrypt the content-encryption key;
· symmetric key-encryption keys: the content-encryption key is encrypted with a previously distributed symmetric-key;

· passwords: the content-encryption key is encrypted using a key derived form a shared secret value.

c) for each recipient, the encrypted content-encryption key and recipient specific information are collected into a RecipientInfo value (see 9.2);
d) the content is padded to a multiple of block size according to the encryption algorithm, if needed, and then is encrypted with the key encryption key as defined in b);

e) the RecipientInfo values for all the recipients are gathered and form, with the encrypted content, the EnvelopedData value (see 9.2).

Upon receiving the EnvelopedData, each recipient decrypt one of the encrypted content-encryption to get the encryption key then decrypt the content.
9.1 The EnvelopedData type
EnvelopedData ::= SEQUENCE {

version 


CMSVersion,

originatorInfo 

[0] IMPLICIT OriginatorInfo OPTIONAL,

recipientInfos 

RecipientInfos,

encryptedContentInfo 
EncryptedContentInfo,

...,

[[2: unprotectedAttrs 
[1] IMPLICIT Attributes



{{ UnprotectedAttributes }} OPTIONAL ]] 
}

a) version specifies the version of the EnvelopedData content and should be defined by applying successively the following rules:

· if originatorInfo is present,  and at least one certificate uses the other alternative, the version shall be v4;

· if originatorInfo is present and at least one certificate revocation list uses the other alternative, the version shall be v4;

· if originatorInfo is present and at least one certificate of version 2 is present, the version shall be v3;
· if originatorInfo is present and at least one RecipientInfo structure uses the pwri or the ori alternative, the version shall be v3;

· if originatorInfo is absent and unprotectedAttrs is absent and all RecipientInfo structures use version v0, the version shall be v0;

· in all other cases the version shall be v2.

b) originatorInfo, if present, provides information about the originator. This component is only present if key management algorithm (see 9.2) needs certificates or certificate revocation lists.
OriginatorInfo ::= SEQUENCE {

certs 
[0] IMPLICIT CertificateSet OPTIONAL,

crls 
[1] IMPLICIT RevocationInfoChoices OPTIONAL 
}

certs is a collection of public key and/or attribute certificates associated to key management algorithms. The collection may contain more certificates than necessary or fewer and, in the latter case, recipients have to use other means to get other certificates. The CertificateSet ASN.1 type is defined in clause 8.1 .

crls is a collection of public key or attribute certificate revocation lists needed to validate the certificates associated to key management algorithms. As for certificates, this collection may contain more certificate revocation lists than necessary or fewer and, in the latter case, recipients have to use other means to get other certificate revocation lists. The RevocationInfoChoices ASN.1 type is defined in clause 8.1 .
c) recipientInfos is a collection of per-recipient information (see 9.2).
RecipientInfos ::= SET SIZE (1..MAX) OF RecipientInfo
d) encryptedContentInfo contains the encrypted data and the algorithm used for encryption.
EncryptedContentInfo ::= SEQUENCE {

contentType        
CONTENT-TYPE.&id({ContentSet}),

contentEncryptionAlgorithm




ContentEncryptionAlgorithmIdentifier,

encryptedContent   
[0] IMPLICIT ENCRYPTED {CONTENT-TYPE.




&Type({ContentSet}{@contentType})} OPTIONAL 
}

ContentEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier

{CONTENT-ENCRYPTION, {ContentEncryptionAlgorithmSet}}

The supported encryption algorithms are defined by ContentEncryptionAlgs object set which can be completed by other algorithms.

These algorithms are defined as objects of the CONTENT-ENCRYPTION information object class.



CONTENT-ENCRYPTION ::= CLASS {



&id


OBJECT IDENTIFIER UNIQUE,



&Params

OPTIONAL,



&paramPresence
ParamOptions DEFAULT absent,



&smimeCaps

SMIME-CAPS OPTIONAL



}



WITH SYNTAX {



IDENTIFIER

&id



[PARAMS

[TYPE &Params] ARE &paramPresence]



[SMIME-CAPS

&smimeCaps]



}

ContentEncryptionAlgorithmSet CONTENT-ENCRYPTION ::=



{ ContentEncryptionAlgs, ... }



ContentEncryptionAlgs CONTENT-ENCRYPTION ::= {



cea-aes128-CCM | 


cea-aes192-CCM | 


cea-aes256-CCM |



cea-aes128-GCM | 


cea-aes192-GCM | 


cea-aes256-GCM, 


... }



cea-aes128-CCM CONTENT-ENCRYPTION ::= {



IDENTIFIER id-aes128-CCM



PARAMS TYPE CCMParameters ARE required



SMIME-CAPS { IDENTIFIED BY id-aes128-CCM }



}



aes OBJECT IDENTIFIER ::=



{ joint-iso-itu-t(2) country(16) us(840) organization(1) 


gov(101) csor(3) nistAlgorithms(4)  1 }



id-aes128-CCM OBJECT IDENTIFIER ::= { aes 7 }



cea-aes192-CCM CONTENT-ENCRYPTION ::= {

 

IDENTIFIER id-aes192-CCM

 

PARAMS TYPE CCMParameters ARE required

 

SMIME-CAPS { IDENTIFIED BY id-aes192-CCM }

 

}



id-aes192-CCM OBJECT IDENTIFIER ::= { aes 27 }



cea-aes256-CCM CONTENT-ENCRYPTION ::= {



IDENTIFIER id-aes256-CCM



PARAMS TYPE CCMParameters ARE required



SMIME-CAPS { IDENTIFIED BY id-aes256-CCM }



}



id-aes256-CCM OBJECT IDENTIFIER ::= { aes 47 }



cea-aes128-GCM CONTENT-ENCRYPTION ::= {



IDENTIFIER id-aes128-GCM



PARAMS TYPE GCMParameters ARE required



SMIME-CAPS { IDENTIFIED BY id-aes128-GCM }



}



id-aes128-GCM OBJECT IDENTIFIER ::= { aes 6 }



cea-aes192-GCM CONTENT-ENCRYPTION ::= {



IDENTIFIER id-aes128-GCM



PARAMS TYPE GCMParameters ARE required



SMIME-CAPS { IDENTIFIED BY id-aes192-GCM }



}



id-aes192-GCM OBJECT IDENTIFIER ::= { aes 26 }



cea-aes256-GCM CONTENT-ENCRYPTION ::= {



IDENTIFIER id-aes128-GCM



PARAMS TYPE GCMParameters ARE required



SMIME-CAPS { IDENTIFIED BY id-aes256-GCM }



}



id-aes256-GCM OBJECT IDENTIFIER ::= { aes 46 }



CCMParameters ::= SEQUENCE {



aes-nonce         OCTET STRING (SIZE(7..13)),



aes-ICVlen        AES-CCM-ICVlen DEFAULT 12 }



AES-CCM-ICVlen ::= INTEGER (4 | 6 | 8 | 10 | 12 | 14 | 16)



GCMParameters ::= SEQUENCE {



aes-nonce        OCTET STRING, -- recommended size is 12 octets



aes-ICVlen       AES-GCM-ICVlen DEFAULT 12 }



AES-GCM-ICVlen ::= INTEGER (12 | 13 | 14 | 15 | 16)

ENCRYPTED {ToBeEncrypted} ::= OCTET STRING ( CONSTRAINED BY

{ ToBeEncrypted } )


UnprotectedAttributes ATTRIBUTE ::=  { ... }

· contentType specifies the kind of encrypted data;
· contentEncryptionAlgorithm identifies the algorithm and the parameters used for encryption;
· encryptedContent is an octet string containing the encrypted content.
9.2 The RecipientInfo type

The RecipientInfo type has four alternative associated to the techniques described in clauses 9.2.1, 9.2.2, 9.2.3 and 9.2.4. An implementation shall support at least the key transport (see 9.2.1), key agreement (see 9.2.2) and previously distributed symmetric key encryption keys (see 9.2.3) techniques.

RecipientInfo ::= CHOICE {

ktri           KeyTransRecipientInfo,

...,

[[3: kari  [1] KeyAgreeRecipientInfo ]],

[[4: kekri [2] KEKRecipientInfo]],

[[5: pwri  [3] PasswordRecipientInfo,



ori   [4] OtherRecipientInfo ]] 
}

9.2.1 The KeyTransRecipientInfo type

This type is used by the key transport technique to transfer key encryption keys to the various recipients.
KeyTransRecipientInfo ::= SEQUENCE {

version 


CMSVersion,  -- always set to 0 or 2

rid 



RecipientIdentifier,

keyEncryptionAlgorithm 
AlgorithmIdentifier



{KEY-TRANSPORT, {KeyTransportAlgorithmSet}},

encryptedKey 

EncryptedKey 
}
KeyTransportAlgorithmSet KEY-TRANSPORT ::= { KeyTransportAlgs, ... }
KeyTransportAlgs KEY-TRANSPORT ::= { kt-rsa, ... }

kt-rsa
KEY-TRANSPORT ::= {

IDENTIFIER

rsaEncryption

PARAMS

TYPE NULL ARE required

PUBLIC-KEYS

{ pk-rsa }

SMIME-CAPS

{IDENTIFIED BY rsaEncryption}

}

rsaEncryption OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 1 }

pk-rsa PUBLIC-KEY ::= {

IDENTIFIER

rsaEncryption

KEY


RSAPublicKey

PARAMS

TYPE NULL ARE absent

-- Private key format not in this module --

CERT-KEY-USAGE
{digitalSignature, contentCommitment,




keyEncipherment, dataEncipherment, keyCertSign, cRLSign}

}

RSAPublicKey ::= SEQUENCE {

Modulus

INTEGER,
-- n

publicExponent
INTEGER
-- e

}

KEY-TRANSPORT ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Params


OPTIONAL,

&paramPresence

ParamOptions DEFAULT absent,

&PublicKeySet

PUBLIC-KEY OPTIONAL,

&smimeCaps


SMIME-CAPS OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER &id

[PARAMS


[TYPE &Params] ARE &paramPresence]

[PUBLIC-KEYS

&PublicKeySet]

[SMIME-CAPS


&smimeCaps]

}
RecipientIdentifier ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

...,

[[2: subjectKeyIdentifier [0] SubjectKeyIdentifier ]] 
}
EncryptedKey ::= OCTET STRING

a) version is the version number. It the rid component uses the issuerAndSerialNumber alternative of RecipientIdentifier, the version shall be v0. If the rid component uses the subjectKeyIdentifier alternative of RecipientIdentifier, the version shall be v2.

b) rid identifies the certificate containing the recipient’s public key. The identification can use either the issuer’s distinguished name and the issuer number or a subject key identifier. If the certificate is an X.509 certificate containing a keyUsage extension (see Rec. ITU-T X.509 | ISO/IEC 9594-8), the keyEncipherment bit shall be set. If the certificate is an X.509 certificate and subjectKeyIdentifier alternative is used this subject key identifier shall match the subjectKeyIdentifier extension value of the certificate. For other certificate formats, the specification of the certificate format must contain rules for matching the key identifier to a field of the appropriate certificate field. A recipient shall support both alternatives of RecipientIdentifier. A sender shall support at least one of them.
c) keyEncryptionAlgorithm identifies the key-encryption algorithm and its parameters (if any) used to encrypt the encryption-key of the recipient. The encryption process is described in (9.3).
d) encryptedKey is an octet string containing the encrypted key.
9.2.2 The KeyAgreeRecipientInfo type

This type is used by the key agreement technique. A KeyAgreeRecipientInfo instance transfers the content encryption key to the recipients using the same algorithm and domain parameters.
KeyAgreeRecipientInfo ::= SEQUENCE {

version CMSVersion,  -- always set to 3

originator [0] EXPLICIT OriginatorIdentifierOrKey,

ukm [1] EXPLICIT UserKeyingMaterial OPTIONAL,

keyEncryptionAlgorithm AlgorithmIdentifier

{KEY-AGREE, {KeyAgreementAlgorithmSet}},

recipientEncryptedKeys RecipientEncryptedKeys 
}

KeyAgreementAlgorithmSet KEY-AGREE ::= { KeyAgreementAlgs, ... }
KeyAgreementAlgs KEY-AGREE ::= { kaa-esdh | kaa-ssdh, ...}

kaa-esdh 
KEY-AGREE ::= {

IDENTIFIER 

id-alg-ESDH

PARAMS 

TYPE KeyWrapAlgorithm ARE required

PUBLIC-KEYS 
{ pk-dh }

-- UKM is not ASN.1 encoded

UKM 


ARE optional

SMIME-CAPS 

{TYPE KeyWrapAlgorithm IDENTIFIED BY id-alg-ESDH}

}

id-alg-ESDH OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 5 }

kaa-ssdh KEY-AGREE ::= {

IDENTIFIER 

id-alg-SSDH

PARAMS 

TYPE KeyWrapAlgorithm ARE required

PUBLIC-KEYS 
{pk-dh}

-- UKM is not ASN.1 encoded

UKM 


ARE optional

SMIME-CAPS 

{TYPE KeyWrapAlgorithm IDENTIFIED BY id-alg-SSDH}

}

id-alg-SSDH OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 10 }

KEY-AGREE ::= CLASS {

&id


OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&PublicKeySet
PUBLIC-KEY OPTIONAL,

&Ukm


OPTIONAL,

&ukmPresence
ParamOptions DEFAULT absent,

&smimeCaps

SMIME-CAPS OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

[PUBLIC-KEYS
&PublicKeySet]

[UKM [TYPE &Ukm] ARE &ukmPresence]

[SMIME-CAPS &smimeCaps]

}

OriginatorIdentifierOrKey ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

subjectKeyIdentifier [0] SubjectKeyIdentifier,

originatorKey [1] OriginatorPublicKey 
}

OriginatorPublicKey ::= SEQUENCE {

algorithm AlgorithmIdentifier {PUBLIC-KEY, {OriginatorKeySet}},

publicKey BIT STRING 
}

OriginatorKeySet PUBLIC-KEY ::= { KeyAgreePublicKeys, ... }
KeyAgreePublicKeys PUBLIC-KEY ::= { pk-dh, ...}

pk-dh PUBLIC-KEY ::= {

IDENTIFIER

dhpublicnumber

KEY


DHPublicKey

PARAMS

TYPE DomainParameters ARE inheritable

-- Private key format not in this module --

CERT-KEY-USAGE
{keyAgreement, encipherOnly, decipherOnly }

}

dhpublicnumber OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) ansi-x942(10046) number-type(2) 1 }

DHPublicKey ::= INTEGER  -- public key, y = g^x mod p

DomainParameters ::= SEQUENCE {

p


INTEGER,

-- odd prime, p=jq +1

g


INTEGER,

-- generator, g

q


INTEGER,

-- factor of p-1

j


INTEGER OPTIONAL,
-- subgroup factor, j>= 2

validationParams
ValidationParams OPTIONAL

}

ValidationParams ::= SEQUENCE {

Seed


BIT STRING,

pgenCounter

INTEGER

}

UserKeyingMaterial ::= OCTET STRING

RecipientEncryptedKeys ::= SEQUENCE OF RecipientEncryptedKey

RecipientEncryptedKey ::= SEQUENCE {

rid 


KeyAgreeRecipientIdentifier,

encryptedKey 
EncryptedKey 
}

KeyAgreeRecipientIdentifier ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

rKeyId [0] IMPLICIT RecipientKeyIdentifier 
}

RecipientKeyIdentifier ::= SEQUENCE {

subjectKeyIdentifier SubjectKeyIdentifier,

date GeneralizedTime OPTIONAL,

other OtherKeyAttribute OPTIONAL 
}

SubjectKeyIdentifier ::= OCTET STRING
KEY-ATTRIBUTE ::= TYPE-IDENTIFIER

OtherKeyAttribute ::= SEQUENCE {

keyAttrId  KEY-ATTRIBUTE.&id({SupportedKeyAttributes}),

keyAttr    KEY-ATTRIBUTE.&Type({SupportedKeyAttributes}{@keyAttrId})
}

SupportedKeyAttributes KEY-ATTRIBUTE ::= { ... }

a) version number shall be equal to v3.

b) originator identifies the public key of the sender. This key can be specified by one of the three following methods:

·  issuerAndSerialNumber: the certificate containing the public key is identified by its issuer and its serialNumber;

· subjectKeyIdentifier:  the certificate containing the public key is identified by a key identifier.  For an X.509 certificate, the key identifier shall match the subjectKeyIdentifier extension value of the certificate. For other certificate formats, the specification of the certificate format must contain rules for matching the key identifier to a field of the appropriate certificate field.
· originatorKey: the public-key is defined by the algorithm with its parameters if any and the value as a bit string.


An implementation shall support these three alternatives.
c) ukm (user keying material) is an optional octet string which ensure that a different key is generated each time the same two parties generate an encryption key. Implementations must accept the ukm component even they do not support key agreement algorithms.
d) keyEncryptionAlgorithm identifies the key encryption algorithm and its parameters (if any). The key encryption process is described in clause 9.4.
e) recipientEncryptedKeys contains per recipient the identification of the recipient’s certificate (rid component) and the encrypted key (encryptedKey component). A recipient is identified by one of the two following methods:
· issuerAndSerialNumber: the certificate containing the agreement public key is identified by its issuer its serial number. If the certificate is a version 3 X.509 certificate containing a key usage extension, the keyAgreement bit shall be set.

· rKeyId: the certificate containing the public key is identified by a key identifier (subjectKeyIdentifier component).  For an X.509 certificate, the key identifier shall match the subjectKeyIdentifier extension value of the certificate. For other certificate formats, the specification of the certificate format must contain rules for matching the key identifier to a field of the appropriate certificate field. The date optional component is used to specify which of the previously distributed user keying material of the recipient was used by the sender to generate the key. This field can be completed by the optional other component which can contain any kind of value.
9.2.3 The KEKRecipientInfo type

The KEKRecipientInfo type is used by the previously distributed symmetric key technique. An instance of this type transfer the content encryption key to the recipients who have the previously distributed symmetric key.
KEKRecipientInfo ::= SEQUENCE {

version CMSVersion,  -- always set to 4

kekid KEKIdentifier,

keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,

encryptedKey EncryptedKey 
}

KEKIdentifier ::= SEQUENCE {

keyIdentifier OCTET STRING,

date GeneralizedTime OPTIONAL,

other OtherKeyAttribute OPTIONAL 
}
KeyEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier

{KEY-WRAP, {KeyEncryptionAlgorithmSet}}

KeyEncryptionAlgorithmSet KEY-WRAP ::= { KeyWrapAlgs, ... }

KeyWrapAlgs KEY-WRAP ::= { kwa-3DESWrap | kwa-RC2Wrap, ... }

kwa-3DESWrap KEY-WRAP ::= {

IDENTIFIER

id-alg-CMS3DESwrap

PARAMS 

TYPE NULL ARE required

SMIME-CAPS

{IDENTIFIED BY id-alg-CMS3DESwrap}

}

id-alg-CMS3DESwrap OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 6 }

kwa-RC2Wrap KEY-WRAP ::= {

IDENTIFIER 

id-alg-CMSRC2wrap

PARAMS 

TYPE RC2wrapParameter ARE required

SMIME-CAPS 

{ IDENTIFIED BY id-alg-CMSRC2wrap }

}

RC2wrapParameter ::= RC2ParameterVersion

RC2ParameterVersion ::= INTEGER

id-alg-CMSRC2wrap OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 7 }

KEY-WRAP ::= CLASS {

&id


OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&smimeCaps

SMIME-CAPS OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS 
&smimeCaps]

}

a) version number shall be equal to v4;
b) kekid identifies the previously distributed symmetric key to the sender and one or more recipients by the components of the KEKIdentifier type: an octet string (keyIdentifier component) optionally completed by the date (date component) and another information (other component) to identify a unique key among the previously distributed keys. The other component can contain any kind of value.
9.2.4 The PasswordRecipientInfo type

The PasswordRecipientInfo is used when the sender and the recipient share a password (shared secret). An instance of PasswordRecipientInfo transfer the content encryption key to the recipients who know the password.
PasswordRecipientInfo ::= SEQUENCE {

version CMSVersion,   -- always set to 0

keyDerivationAlgorithm [0] KeyDerivationAlgorithmIdentifier

OPTIONAL,

keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,

encryptedKey EncryptedKey 
}
KeyDerivationAlgorithmIdentifier ::= AlgorithmIdentifier

{KEY-DERIVATION, {KeyDerivationAlgs, ...}}

KeyDerivationAlgs KEY-DERIVATION ::= { kda-PBKDF2, ... }
kda-PBKDF2 KEY-DERIVATION ::= {

IDENTIFIER 
id-PBKDF2

PARAMS 
TYPE PBKDF2-params ARE required

-- No S/MIME caps defined

}

id-PBKDF2 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-5(5) 12 }

PBKDF2-params ::= SEQUENCE {

salt

CHOICE {



specified

OCTET STRING,



otherSource

PBKDF2-SaltSourcesAlgorithmIdentifier },

iterationCount
INTEGER (1..MAX),

keyLength

INTEGER (1..MAX) OPTIONAL,

prf


PBKDF2-PRFsAlgorithmIdentifier DEFAULT defaultPBKDF2

}

ALGORITHM ::= CLASS {

&id 


OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&smimeCaps

SMIME-CAPS OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER

&id

[PARAMS

[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS

&smimeCaps]

}

PBKDF2-SaltSourcesAlgorithmIdentifier ::=

AlgorithmIdentifier {ALGORITHM, {PBKDF2-SaltSources}}

PBKDF2-SaltSources ALGORITHM ::= { ... }

PBKDF2-PRFsAlgorithmIdentifier ::= AlgorithmIdentifier{ ALGORITHM,{PBKDF2-PRFs} }

PBKDF2-PRFs ALGORITHM ::= { alg-hMAC-SHA1, ... }

alg-hMAC-SHA1 ALGORITHM ::=

{ IDENTIFIER hMAC-SHA1 PARAMS TYPE NULL ARE required }

ALGORITHM ::= CLASS {

&id 


OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&smimeCaps

SMIME-CAPS OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER

&id

[PARAMS

[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS

&smimeCaps]

}

KEY-DERIVATION ::= CLASS {

&id


OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&smimeCaps

SMIME-CAPS OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS 
&smimeCaps]

}

a) version number shall be equal to v0;

b) keyDerivationAlgorithm identifies the key derivation algorithm and its parameters if any. This component can be absent if the algorithm is supplied by an external source like hardware devices (token, etc);

c) keyEncryptionAlgorithm identifies the encryption algorithm and its parameters if any used to encrypt the encryption key;
d) encryptedKey contains the encrypted encryption key.
9.2.5 The OtherRecipientInfo type

The OtherRecipientInfo type is used for additional key management techniques. An instance of OtherRecipientInfo contains an object identifier value (oriType component) identifying the technique and a value (oriValue component).
OTHER-RECIPIENT ::= TYPE-IDENTIFIER

OtherRecipientInfo ::= SEQUENCE {

oriType    OTHER-RECIPIENT.&id({SupportedOtherRecipInfo}),

oriValue   OTHER-RECIPIENT.&Type({SupportedOtherRecipInfo}{@oriType})
}

SupportedOtherRecipInfo OTHER-RECIPIENT ::= { ... }
9.3 Content-encryption process

The content encryption key is randomly generated by the sender. If the encryption algorithm assumes that the data to be encrypted is a multiple of some number (say k) of octets, the content shall be padded to a multiple of k octets. The number of padding octets is between 1 (when the length of the content is a multiple of k minus 1) and k (when the length of the content is a multiple of k). The content of padding octets shall be equal to the number of padding octets. This rule is available for algorithms for which k is less than 256. The output of the content-encryption process is an octet string stored in the encryptedContent component of the EncryptedContentInfo type.
9.4 Key-encryption process

The key-encryption process encrypts the value of the encryption key. The result is an octet string stored in the encrypted component of KeyTransRecipientInfo, RecipientEncryptedKey, KEKRecipientInfo, PasswordRecipientInfo or other ASN.1 type defined by an information object of OTHER-RECIPIENT information object class.
10 Digested data

Digested data is used to associate a message digest to a content.
10.1 The DigestedData type

DigestedData ::= SEQUENCE {

version 

CMSVersion,

digestAlgorithm 
DigestAlgorithmIdentifier,

encapContentInfo 
EncapsulatedContentInfo,

digest 

Digest, ... 
}

Digest ::= OCTET STRING

a) version is the number version which shall be equal to v0 if content type is id-data and equal to v2 in all other cases.

b) digestAlgorithm identifies the message digest algorithm and its parameters if any. The computation of the message digest is the same as SignedData (see clause 8)
c) encapContentInfo identifies the contentType and the context (see clause 8.2)
d) digest is an octet string containing the digest of the message.
11 Encrypted data
Encrypted data is used to transfer an encrypted content when the content encryption key is provided by means not defined by this Recommendation | International Standard. This method can be used for local storage when the encryption key is derived from a password.
11.1 The EncryptedData type

EncryptedData ::= SEQUENCE {

version 


CMSVersion,

encryptedContentInfo 
EncryptedContentInfo,

...,

[[2: unprotectedAttrs 
[1] IMPLICIT Attributes

{{UnprotectedAttributes}} OPTIONAL ]] 
}
a) version is the version number which shall be equal to v0 is the unprotectedAttrs component is absent and v2 if unprotectedAttrs component is present;

b) encryptedContentInfo is the encrypted content as defined in EnvelopedData (see  clause 9).
c) unprotectedAttrs is a optional collection of attributes which are not encrypted.
12 Authenticated data

Authenticated data is used to associate a message authentication code (MAC) to an encrypted content transmit to one or more
12.1 The AuthenticatedData type

AuthenticatedData ::= SEQUENCE {

version 

CMSVersion,

originatorInfo 
[0] IMPLICIT OriginatorInfo OPTIONAL,

recipientInfos 
RecipientInfos,

macAlgorithm 
MessageAuthenticationCodeAlgorithm,

digestAlgorithm 
[1] DigestAlgorithmIdentifier OPTIONAL,

encapContentInfo 
EncapsulatedContentInfo,

authAttrs 

[2] IMPLICIT AuthAttributes OPTIONAL,

mac 


MessageAuthenticationCode,

unauthAttrs 
[3] IMPLICIT UnauthAttributes OPTIONAL 
}

AuthAttributes ::= SET SIZE (1..MAX) OF Attribute

{{AuthAttributeSet}}

AuthAttributeSet ATTRIBUTE ::= { aa-contentType | aa-messageDigest

| aa-signingTime, ...}

MessageAuthenticationCode ::= OCTET STRING

UnauthAttributes ::= SET SIZE (1..MAX) OF Attribute

{{UnauthAttributeSet}}

UnauthAttributeSet ATTRIBUTE ::= {...}
MessageAuthenticationCodeAlgorithm ::= AlgorithmIdentifier




{MAC-ALGORITHM, {MessageAuthenticationCodeAlgorithmSet}}

MessageAuthenticationCodeAlgorithmSet MAC-ALGORITHM ::=

{ MessageAuthAlgs, ... }
The algorithm are defined as objects of the MAC-ALGORITHM information object class.

MAC-ALGORITHM ::= CLASS {

&id                 OBJECT IDENTIFIER UNIQUE,

&Params             OPTIONAL,

&paramPresence      ParamOptions DEFAULT absent,

&keyed              BOOLEAN,

&smimeCaps          SMIME-CAPS OPTIONAL

} 
WITH SYNTAX {

IDENTIFIER &id

[PARAMS [TYPE &Params] ARE &paramPresence]

IS-KEYED-MAC &keyed

[SMIME-CAPS &smimeCaps]

}
MessageAuthAlgs MAC-ALGORITHM ::= { 
maca-hMAC-SHA1 |

maca-hMAC-SHA224 |

maca-hMAC-SHA256 |

maca-hMAC-SHA384 |

maca-hMAC-SHA512,
... }
maca-hMAC-SHA1 MAC-ALGORITHM ::= {

IDENTIFIER hMAC-SHA1

PARAMS TYPE NULL ARE preferredAbsent

IS-KEYED-MAC TRUE

SMIME-CAPS {IDENTIFIED BY hMAC-SHA1}

}

hMAC-SHA1 OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)

dod(6) internet(1) security(5) mechanisms(5) 8 1 2 }
maca-hMAC-SHA224 MAC-ALGORITHM ::= {

IDENTIFIER hMAC-SHA224
PARAMS TYPE NULL ARE preferredAbsent

IS-KEYED-MAC TRUE

SMIME-CAPS {IDENTIFIED BY hMAC-SHA224}

}

hMAC-SHA224 OBJECT IDENTIFIER ::= { 
{iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 
hmacWithSHA224(8)}
maca-hMAC-SHA256 MAC-ALGORITHM ::= {

IDENTIFIER hMAC-SHA256
PARAMS TYPE NULL ARE preferredAbsent

IS-KEYED-MAC TRUE

SMIME-CAPS {IDENTIFIED BY hMAC-SHA256}

}

hMAC-SHA256 OBJECT IDENTIFIER ::= {
{iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 
hmacWithSHA256(9)}
maca-hMAC-SHA384 MAC-ALGORITHM ::= {

IDENTIFIER hMAC-SHA384
PARAMS TYPE NULL ARE preferredAbsent

IS-KEYED-MAC TRUE

SMIME-CAPS {IDENTIFIED BY hMAC-SHA384}

}

hMAC-SHA384 OBJECT IDENTIFIER ::= { 
{iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2)

hmacWithSHA384(10)}
iso(1) identified-organization(3)

maca-hMAC-SHA512 MAC-ALGORITHM ::= {

IDENTIFIER hMAC-SHA512
PARAMS TYPE NULL ARE preferredAbsent

IS-KEYED-MAC TRUE

SMIME-CAPS {IDENTIFIED BY hMAC-SHA512}

}

hMAC-SHA512 OBJECT IDENTIFIER ::= {
{iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2)

hmacWithSHA512(11)}
MessageAuthenticationCode ::= OCTET STRING

a) version specifies the version of AuthenticatedData and shall be defined by applying successively the following rules:

· if originatorInfo component is present and at least one certificate uses the other alternative, the version shall be v3;

· if originatorInfo component is present and at least one certificate revocation list uses the other alternative, the version shall be v3;

· if originatorInfo component is present and at least one certificate is an attribute certificate of version 2, the version shall be v1;

· in all other cases, the version shall be v0.

b) originatorInfo provides information about originator and it shall be present only if it is needed by key management algorithm. This information may content public key and/or attribute certificates and certificate revocation lists.

c) recipientInfos provide information for recipients (see clause 9.1); this collection cannot be empty.

d) macAlgorithm identifies a message authentication code algorithm and its parameters, if any.
e) digestAlgorithm identifies the message digest algorithm and its parameters if any. This algorithm is used to compute the digest of the content if authenticated attributes are present. This component shall be present if authAttrs component is present.
f) encapContentInfo is the authenticated content as defined in clause 8.2.

g) authAttrs is a collection of authenticated attributes. This component shall be present if the content type of the EncapsulatedContentInfo is not id-data. This component shall be encoded in DER even if the other parts of the type are encoded in BER. If this component is present, it shall content at least the content-type attribute (see clause 14.1) and the message-digest attribute (see clause 14.2).
h) mac contains the message authentication code.

i) unauthAttrs is a collection of attributes which are not authenticated.

12.2 MAC generation process

The message authentication code input data is computed on the content being authenticated or on a message digest of this content depending on the presence of authenticated attributes.

If there is no authenticated attributes, the message authentication code is computed on the eContent component of the encapContentInfo component. The eContent component is an octet string and only the content part of this octet string encoding is used (the tag and length fields are omitted).
If there are authenticated attributes, the content-type and message-digest attributes are present and the message authentication code is computed on the DER encoding of the authAttrs component. 
The message-digest attribute is computed on the content being authenticated which is represented by the eContent component of the encapContentInfo component. Only the content part of this octet string encoding is used (the tag and length fields are omitted).
A specific DER encoding of the authAttrs component is done to compute the message digest : for this encoding, the IMPLICIT [2] tag shall be replaced with EXPLICIT SET OF tag and the tag and length fields followed by the content of the DER encoding are used by the message digest computation process.
The message authentication code input data and authentication key contained in a RecipientInfo value are combined by the message authentication code algorithm to generate an octet string transmitted in the mac component of the AuthenticatedData value.
12.3 MAC verification process

The input of the message authentication code verification process is computed from the content being authenticated or from a digest of the content depending on the presence of authenticated attributes. This data and the authentication key contained in the RecipientInfo value used by a recipient are combined by the message authentication code algorithm shall produce the same result as the mac component of the AuthenticatedData value.
Besides, if the authAttrs component is present, the two following conditions shall be satisfied:

a) the content message digest computed by the recipient shall be same as the value of the message digest attribute contained in the authAttrs component.

b) The eContentType of the encapContentInfo shall be the same as the value of the content-type attribute contained in the authAttrs component.
13 Signcrypted data

The signcrypted is used by the signcryption technique defined in ISO/IEC 29150. The signcryption technique signs and encrypts simultaneously the data to achieve origin authentication, data integrity and confidentiality. Signcryption can be used in CMS in three different modes:
a) signcrypted-content: the data content is signcrypted;
b) signcrypted-attributes: the data content and the signed attributes are signcrypted;
c) signcrypted-component: this mode is applicable when the data content is an XML value and is used to signcrypt only some components of the content and signed attributes.
13.1 The SignedcryptedData type

SignedcryptedData
::= SEQUENCE {
version

CMSVersion,

digestAlgorithms
SET OF DigestAlgorithmIdentifier,

encapContentInfo
EncapsulatedContentInfo,

certificates
[0] CertificateSet OPTIONAL,

crls


[1] RevocationInfoChoices
OPTIONAL,

signcrypterInfos
SigncrypterInfos

}

SigncrypterInfos
::= SET SIZE(0..MAX) OF SigncrypterInfo

a) version is version number which shall be equal to v6.
b) digestAlgorithms is a list of digest algorithm identifiers, each of them is defined by the identification of the algorithm and associated parameters. This list shall contain all the digest algorithms used by the signcrypters to facilitate one-pass signature verification.

c) encapContentInfo is signed content defined by a type identifier and the content.

d) certificates is a collection of public key and/or attribute certificates to facilitate the validation of the public keys of the signcrypters. This collection may contain more certificates than necessary or fewer and, in the latter case, recipients have to use other means to get other certificates.

e) crls is a collection of public key and/or attribute certificate revocation lists to facilitate the validation of the certificates of the signcrypters. As for certificates, this collection may contain more certificate revocation lists than necessary or fewer and, in the latter case, recipients have to use other means to get other certificate revocation lists.
f) signcrypterInfos is a collection of all signcrypter specific information.
13.2 The SigncrypterInfo type

SigncrypterInfo
::= SEQUENCE {

version

CMSVersion,

sids


SigncrypterIDs,

digestAlgorithm
[0] DigestAlgorithmIdentifier OPTIONAL,

signedAttrs

[1] SignedAttributes OPTIONAL,

signatureAlgorithm
SignatureAlgorithmIdentifier,

signature

SignatureValue,

unsignedAttrs
[2] Attributes{{UnsignedAttributes}} OPTIONAL

}

SigncrypterIDs
::= SEQUENCE {

sender
KeyPairIdentifier,

recipient
KeyPairIdentifier

}

KeyPairIdentifier
::= CHOICE {

issuerAndSerialNumber
IssuerAndSerialNumber,

subjectKeyIdentifier
[0] SubjectKeyIdentifier,

certHash


[1] CertHash

}

CertHash ::= HASH{Certificate}

a) version is the version number which shall be equal to v6.

b) sids identifies the keys. In signcryption:
· the sender needs his public and private keys and the public key of the recipient;

· the recipient needs his public and private keys and the public key of the sender.

So the sids component identifies two key pairs. Each key pair can be defined by:
· issuerAndSerialNumber: the certificate containing the public key is identified by its issuer and its serial number. If the certificate is an X.509 certificate of version 3 containing a keyUsage extension, digitalSignature and dataEncipherment shall be set.

· subjectKeyIdentifier: for an X.509 certificate, the subjectKeyIdentifier shall match the subjectKeyIdentifier extension value (see) of the certificate. For other certificate formats, the specification of the certificate format must contain rules for matching the key identifier to the appropriate certificate field.
· certHash: the result of the hashing of the certificate.
c) digestAlgorithm identifies the digest algorithm and the associated parameters if any used by the signcrypter to compute the hash of the content of the message or the content of the message with signed attributes.

d) signedAttrs is a collection of attributes that are signed. This component is optional when the eContentType of the EncapsulatedContentInfo is id-data and mandatory in other situations. When signedAttrs is present, it shall content at least content-type (see clause 14.1) and the message-digest (see clause 14.2) attributes. These attributes shall be encoded in DER.
e) signatureAlgorithm identifies the algorithm used for signature and its parameters if any.

f) signatureValue contains the signature as a bit string value.
g) unsignedAttrs is a collection of unsigned attributes.
13.3 The signcryption process
13.3.1 The signcrypted-content mode

For each recipient, the sender uses the algorithm identifies by the signatureAlgorithm component of SigncrypterInfo and his private and public keys as well as the public key of the recipient to encrypt and sign the content and places the result in the signature component of SigncrypterInfo. The uncrypted content is not included in the encapContentInfo component.
The recipient uses the algorithm identified by the signatureAlgorithm component of SigncrypterInfo and his private and public keys as well as the public key of the sender to verify the signature and recover the original message content from the signature component of SigncrypterInfo.
13.3.2 The signcrypted-attributes mode

For each recipient, the sender concatenates the complete encoding of the signAttrs component of SigncrypterInfo to a complete encoding of the content and then uses the algorithm identified by the signatureAlgorithm component of SigncrypterInfo and his private and public keys as well as the public key of the recipient to encrypt and sign this octet string and then places the result in the signature component of SigncrypterInfo. The uncrypted content is not included in the encapContentInfo and the signAttrs is not included in the SigncrypterInfo.
The recipient uses the algorithm identified by the signatureAlgorithm component of SigncrypterInfo and his private and public keys as well as the public key of the sender to verify the signature and recover the original message content and the signed attributes from the signature component of SigncrypterInfo.
13.3.3 The signcrypted-components mode

This mode is used for XML content to signcrypt some components of the content. These components are identified by a specific signcryptedParts attribute. This attribute is a value of SigncryptedParts ASN.1 type which contain an openType value (component parts of the Signcrypted parameterized type) identified by an object identifier value (component name of the Signcrypted parameterized type).  The types used in SigncryptedParts are defined using information objects of the SIGNCRYPTED information object class. In this version of Recommendation | International Standard, only one information object, xPathManifest is defined in the Manifest information object set. This object defines the XPathSet type which is a sequence of XPath type which is an UTF8String identifying a component of the content.
SIGNCRYPTED ::= CLASS {

&id
OBJECT IDENTIFIER UNIQUE,

&Type
OPTIONAL}

WITH SYNTAX {OID &id [PARMS &Type]}

Signedcrypted{SIGNCRYPTED:IOSet} ::= SEQUENCE {

name
SIGNCRYPTED.&id({IOSet}),

parts
SIGNCRYPTED.&Type({IOSet}{@name}) OPTIONAL

}

SigncryptedParts
::= Signcrypted{{Manifest}}

Manifest
SIGNCRYPTED ::= {

xPathManifest,...}

xPathManifest
SIGNCRYPTED ::= {

OID id-cms-XPath PARMS XPathSet }
id-cms-XPath
OBJECT IDENTIFIER ::= {itu-t recommendations(0) x(24) cms(894) 

signcryption(1) manifest(2) xPath(0}

XPathSet ::= SEQUENCE SIZE(1..MAX) OF XPath

XPath ::= UTF8String (CONSTRAINED BY { -- XML Path Language 2.0 -- })

In this mode, the signAttrs component of SignerCrypterInfo shall contain at least the three following attributes:
· contentType

· messageDigest

· signCryptedParts
The sender signcrypts each component identified by the signCryptedParts attribute (see 14.5) and replace in the message content, the string between XML tags by the signcryption result encoded in base64.

The modified content and the signed attributes are then signed using the same procedure as signed data (see) and the result is placed in the signature component of the SigncrypterInfo.

The recipient verifies the signature, then recovers the original signcrypted components identified by the signedCryptedParts attribute and replaces the encrypted content of signcrypted components with the original content.

14 Attributes

Attributes are defined as objets of ATRRIBUTE information object class. Each attribute is defined by:

· an unique object identifier value (&id field);

· the ASN.1 type of the attribute values (&Type field);

· the rule used to compare values of the attribute (&equality-match field): this rule is defined as an object of MATCHING-RULE information object class;
· the minimum values of this attribute when this attribute is present (&minCount field): the default valus is 1,
· the maximum values of this attributes when this attribute is present (optional &maxCount fied).

ATTRIBUTE ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Type



OPTIONAL,

&equality-match

MATCHING-RULE OPTIONAL,

&minCount


INTEGER DEFAULT 1,

&maxCount


INTEGER OPTIONAL }

WITH SYNTAX {

[TYPE &Type]

[EQUALITY MATCHING RULE &equality-match]

[COUNTS [MIN &minCount] [MAX &maxCount]]

IDENTIFIED BY &id}
A matching is defined by:

· matching rules providing characteristics for the new matching rule (&ParentMatchingRules): this field can be used for example to define matching algorithm; it is shall be omitted to define a basic matching rule;
· an ASN.1 type (&AssertionType field) which defined the syntax to use which this matching rule. When this field is absent, the syntax is defined by the attribute type; when this field is present, it shall be compatible which &AssertionType fields of possible parent matching rules (for example it can be a restriction of &AssertionType of parent matching rules);
· an unique object identifier (&id field).
MATCHING-RULE ::= CLASS {

&ParentMatchingRules
MATCHING-RULE OPTIONAL,

&AssertionType

OPTIONAL,

&id



OBJECT IDENTIFIER UNIQUE}

WITH SYNTAX {

[PARENT &ParentMatchingRules]

[SYNTAX &AssertionType]

ID &id}
14.1 contentType attribute

The contentType attribute is used to transmit the contentType of a CMS ContentInfo value.

aa-contentType ATTRIBUTE ::=

{ TYPE ContentType IDENTIFIED BY id-contentType }

id-contentType OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs9(9) 3 }

14.2 messageDigest attribute
The messageDigest attribute is used to transmit the messageDigest of a CMS Message. For SignedData, this attribute shall be present if there are signed attributes and is computed with signer’s message digest algorithm. For AuthenticatedData, this attribute shall be present if there are authenticated attributes and is computed with the originator’s message digest algorithm. The message digest is the octet string which is the result of the hash algorithm. The message-digest attribute is computed on the content which is represented by the eContent component of the encapContentInfo component. Only the content part of this octet string encoding is used (the tag and length fields are omitted).
aa-messageDigest ATTRIBUTE ::=

{ TYPE MessageDigest IDENTIFIED BY id-messageDigest}
MessageDigest ::= OCTET STRING

id-messageDigest OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs9(9) 4 }
14.3 signingTime attribute

The signingTime attribute is used to transmit the time of signature.When the utcTime alternative of Time is used, the year field shall be interpreted as follows:

· if it is greater than or equal 50, 1900 shall be added;

· if is is less than 50, 2000 shall be added.
aa-signingTime ATTRIBUTE ::=

{ TYPE SigningTime IDENTIFIED BY id-signingTime }
SigningTime  ::= Time

Time ::= CHOICE {

utcTime UTCTime,

generalTime GeneralizedTime }

id-signingTime OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs9(9) 5 }
14.4 counterSignature attribute

The countersignature can be used to specify one or more signatures of the signature component of a SignerInfo value (only the content part, octet string, of the signature is used, the tag and length are not used). This attribute shall only be used as an unsigned attribute.
aa-countersignature ATTRIBUTE ::=

{ TYPE Countersignature IDENTIFIED BY id-countersignature }
Countersignature ::= SignerInfo
id-countersignature OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs9(9) 6 }
14.5 signcryptedParts attribute

The signcryptedParts attribute is used to identify the signcrypted parts of a signcrypted message.
aa-signcryptedParts
ATTRIBUTE ::= 
{ TYPE SigncryptedParts IDENTIFIED BY id-signcryptedParts}

id-signcryptedParts
OBJECT IDENTIFIER ::= {itu-t recommendations(0) x(24) cms(894) 

signcryption(1) attributes(1) signcryptedParts(0}

Annex A

ASN.1 module
(This annex forms an integral part of this Recommendation.)

CMS {itu-t recommendation(0) x(24) cms(894) module(0) version1(1)}
"/ITU-T/Recommandation/X/CMS/Module/Version1"
DEFINITIONS ::=

BEGIN

IMPORTS attributeCertificateDefinitions, authenticationFramework,

certificateExtensions, enhancedSecurity,

informationFramework, selectedAttributeTypes


FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)

usefulDefinitions(0) 7}

AttributeCertificate, AttCertValidityPeriod, IssuerSerial


FROM AttributeCertificateDefinitions attributeCertificateDefinitions

Certificate, CertificateList, CertificateSerialNumber, EXTENSION,

SIGNED{}, HASH{}


FROM AuthenticationFramework authenticationFramework

GeneralNames,KeyUsage


FROM CertificateExtensions certificateExtensions

IssuerAndSerialNumber


FROM EnhancedSecurity enhancedSecurity

UniqueIdentifier


FROM SelectedAttributeTypes selectedAttributeTypes;

id-data OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)

rsadsi(113549)pkcs(1) pkcs7(7) 1}

id-signedData OBJECT IDENTIFIER ::= {iso(1) member-body(2)

us(840)rsadsi(113549) pkcs(1) pkcs7(7) 2}

id-envelopedData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs7(7) 3}

id-digestedData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)



rsadsi(113549) pkcs(1) pkcs7(7) 5}

id-encryptedData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs7(7) 6}

id-ct-authData OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)


rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) ct(1) 2}

id-signcryptedData OBJECT IDENTIFIER ::= {itu-t recommendation(0) x(24)

cms(894) signcryption(1) data(0)}

ContentInfo ::= SEQUENCE {

contentType
CONTENT-TYPE.&id({ContentSet}),

content

[0] EXPLICIT CONTENT-TYPE.&Type({ContentSet}{@contentType})
}

CONTENT-TYPE ::= TYPE-IDENTIFIER

ContentType ::= CONTENT-TYPE.&id

ContentSet CONTENT-TYPE ::= {

ct-Data |

ct-SignedData |

ct-EnvelopedData  |

ct-DigestedData |

ct-EncryptedData |

ct-AuthenticatedData |

ct-SigncryptedData,

...}

ct-Data


CONTENT-TYPE ::= 

{OCTET STRING IDENTIFIED BY id-data}

ct-SignedData 

CONTENT-TYPE ::= 

{SignedData IDENTIFIED BY id-signedData}

ct-EnvelopedData
CONTENT-TYPE ::= 

{EnvelopedData IDENTIFIED BY id-envelopedData}



ct-DigestedData

CONTENT-TYPE ::= 

{DigestedData IDENTIFIED BY id-digestedData}



ct-EncryptedData
CONTENT-TYPE ::= 

{EncryptedData IDENTIFIED BY id-encryptedData}



ct-AuthenticatedData
CONTENT-TYPE ::= 

{AuthenticatedData IDENTIFIED BY id-ct-authData}



ct-SigncryptedData
CONTENT-TYPE ::= 

{SigncryptedData IDENTIFIED BY id-signcryptedData}


CMSVersion ::= INTEGER {v0(0), v1(1), v2(2), v3(3), v4(4), v5(5),v6(6)}(0..MAX)

SignedData ::= SEQUENCE  {

version

CMSVersion,

digestAlgorithms 
SET OF DigestAlgorithmIdentifier,

encapContentInfo
EncapsulatedContentInfo,

certificates
[0]
IMPLICIT CertificateSet OPTIONAL,

crls


[1]
IMPLICIT RevocationInfoChoices OPTIONAL,

signerInfos

SignerInfos 

}

CertificateSet ::= SET OF CertificateChoice

CertificateChoice ::= CHOICE {

certificate 

Certificate,

extendedCertificate 
[0] IMPLICIT ExtendedCertificate,

           


-- Obsolete

...,

[[3: v1AttrCert 

[1] IMPLICIT AttributeCertificateV1]],






-- Obsolete

[[4: v2AttrCert 

[2] IMPLICIT AttributeCertificateV2]],

[[5: other      

[3] IMPLICIT OtherCertificateFormat]] 

}

ExtendedCertificate ::= SEQUENCE {

extendedCertificateInfo
ExtendedCertificateInfo,

signatureAlgorithm

SignatureAlgorithmIdentifier,

signature


Signature 

}

ExtendedCertificateInfo ::= SEQUENCE {

version

CMSVersion,

certificate

Certificate,

attributes

UnauthAttributes 

}

Signature ::= BIT STRING

AttributeCertificateV1 ::= SIGNED{AttributeCertificateInfoV1}

AttributeCertificateInfoV1 ::= SEQUENCE {

version 


AttCertVersionV1 DEFAULT v1,

subject 


CHOICE {

baseCertificateID 

[0] IssuerSerial,

-- associated with a Public Key Certificate

subjectName 

[1] GeneralNames },

-- associated with a name

issuer


GeneralNames,

signature


AlgorithmIdentifier{SIGNATURE-ALGORITHM, {...}},

serialNumber

CertificateSerialNumber,

attCertValidityPeriod
AttCertValidityPeriod,

attributes


SEQUENCE OF AttributeSet{{AttrList}},

issuerUniqueID

UniqueIdentifier OPTIONAL,

extensions


Extensions{{AttributeCertExtensionsV1}}OPTIONAL 

}

AttCertVersionV1 ::= INTEGER { v1(0) }

AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::= SEQUENCE {

algorithm
ALGORITHM-TYPE.&id({AlgorithmSet}),

parameters
ALGORITHM-TYPE.&Params({AlgorithmSet}{@algorithm}) OPTIONAL }

AttributeSet{ATTRIBUTE:AttrSet} ::= SEQUENCE {

type

ATTRIBUTE.&id({AttrSet}),

values
SET SIZE (1..MAX) OF ATTRIBUTE.&Type({AttrSet}{@type})

}

AttrList ATTRIBUTE ::= {...}

Extensions{EXTENSION:ExtensionSet} ::=
SEQUENCE SIZE (1..MAX) OF

Extension{{ExtensionSet}}

Extension{EXTENSION:ExtensionSet} ::= SEQUENCE {

extnID
EXTENSION.&id({ExtensionSet}),

critical
BOOLEAN DEFAULT FALSE,

extnValue
OCTET STRING 


(CONTAINING EXTENSION.&ExtnType({ExtensionSet}{@extnID}))

-- contains the DER encoding of the ASN.1 value

-- corresponding to the extension type identified by extnID 

}

AttributeCertExtensionsV1 EXTENSION ::= {...}

AttributeCertificateV2 ::= AttributeCertificate

OTHER-CERT-FMT
::= TYPE-IDENTIFIER

OtherCertificateFormat ::= SEQUENCE {

otherCertFormat
OTHER-CERT-FMT.&id({SupportedCertFormats}),

otherCert
OTHER-CERT-FMT.&Type
({SupportedCertFormats}{@otherCertFormat})}

SupportedCertFormats OTHER-CERT-FMT ::= { ... }

RevocationInfoChoices ::= SET OF RevocationInfoChoice

RevocationInfoChoice ::= CHOICE {

crl

CertificateList,

...,

[[5: other 
[1]
IMPLICIT OtherRevocationInfoFormat ]] 

}

OTHER-REVOK-INFO ::= TYPE-IDENTIFIER

OtherRevocationInfoFormat ::= SEQUENCE {

otherRevInfoFormat
OTHER-REVOK-INFO.&id({SupportedOtherRevokInfo}),

otherRevInfo
OTHER-REVOK-INFO.&Type


({SupportedOtherRevokInfo}{@otherRevInfoFormat})

}

SupportedOtherRevokInfo OTHER-REVOK-INFO ::= { ... }

EncapsulatedContentInfo ::= SEQUENCE {

eContentType
CONTENT-TYPE.&id({ContentSet}),

eContent

[0] EXPLICIT OCTET STRING

(CONTAINING CONTENT-TYPE.&Type({ContentSet}{@eContentType})) OPTIONAL

}

SignerInfos ::= SET OF SignerInfo

SignerInfo ::= SEQUENCE {

version

CMSVersion,

sid



SignerIdentifier,

digestAlgorithm
DigestAlgorithmIdentifier,

signedAttrs

[0]
IMPLICIT SignedAttributes OPTIONAL,

signatureAlgorithm
SignatureAlgorithmIdentifier,

signature

SignatureValue,

unsignedAttrs
[1]
IMPLICIT Attributes{{UnsignedAttributes}}OPTIONAL

}

DIGEST-ALGORITHM ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent

} 

WITH SYNTAX {

IDENTIFIER

&id

[PARAMS

[TYPE &Params] ARE &paramPresence ]

}

ParamOptions
::= ENUMERATED {

required,

-- Parameters shall be encoded in structure

preferredPresent,
-- Parameters should be encoded in structure

preferredAbsent,
-- Parameters should not be encoded in structure

absent,

-- Parameters shall not be encoded in structure

inheritable,
-- Parameters are inherited if not present

optional,

-- Parameters may be encoded in the structure

...

}

DigestAlgorithmIdentifier ::= AlgorithmIdentifier

{DIGEST-ALGORITHM, {DigestAlgorithmSet}}

DigestAlgorithmSet 
DIGEST-ALGORITHM ::= {MessageDigestAlgs, ... }

MessageDigestAlgs 
DIGEST-ALGORITHM ::= {mda-md5 | mda-sha1}

mda-md5 DIGEST-ALGORITHM ::= {

IDENTIFIER

id-md5

PARAMS

TYPE NULL ARE preferredAbsent

}

id-md5 OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) 5 }

mda-sha1 DIGEST-ALGORITHM ::= {

IDENTIFIER

id-sha1

PARAMS

TYPE NULL ARE preferredAbsent

}

id-sha1 OBJECT IDENTIFIER ::= {

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26 }

SignedAttributes ::= Attributes {{ SignedAttributesSet }}

Attributes { ATTRIBUTE:AttrList } ::= SET SIZE (1..MAX) OF Attribute 

{{ AttrList }}

Attribute{ ATTRIBUTE:AttrList } ::= SEQUENCE {

attrType
ATTRIBUTE.&id({AttrList}),

attrValues
SET OF ATTRIBUTE.&Type({AttrList}{@attrType})  

}

SignedAttributesSet ATTRIBUTE ::=

{ aa-signingTime | aa-messageDigest | aa-contentType, ... }

UnsignedAttributes ATTRIBUTE ::= { aa-countersignature, ... }

aa-countersignature ATTRIBUTE ::=

{ TYPE Countersignature IDENTIFIED BY id-countersignature }

Countersignature ::= SignerInfo

id-countersignature OBJECT IDENTIFIER ::= 

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9) 6 }

SMIME-CAPS ::= CLASS {

&id         OBJECT IDENTIFIER UNIQUE,

&Type       OPTIONAL

}

WITH SYNTAX { 

[TYPE &Type] IDENTIFIED BY &id }

SignatureAlgorithmIdentifier ::= AlgorithmIdentifier

{SIGNATURE-ALGORITHM, {SignatureAlgorithmSet}}

SignatureAlgorithmSet SIGNATURE-ALGORITHM ::= { SignatureAlgs, ... }

SIGNATURE-ALGORITHM ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Value

OPTIONAL,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&HashSet

DIGEST-ALGORITHM OPTIONAL,

&PublicKeySet
PUBLIC-KEY OPTIONAL,

&smimeCaps

SMIME-CAPS OPTIONAL

} 
WITH SYNTAX {

IDENTIFIER 

&id

[VALUE 

&Value]

[PARAMS 

[TYPE &Params] ARE &paramPresence ]

[HASHES 

&HashSet]

[PUBLIC-KEYS 
&PublicKeySet]

[SMIME-CAPS 
&smimeCaps]

}

MIME-CAPS ::= CLASS {

&id


OBJECT IDENTIFIER UNIQUE,

&Type

OPTIONAL

}

WITH SYNTAX {

[TYPE &Type] IDENTIFIED BY &id 

}

SignatureAlgs SIGNATURE-ALGORITHM ::= {

sa-dsaWithSHA1 |  sa-rsaWithMD5 | sa-rsaWithSHA1,

... }

sa-dsaWithSHA1 SIGNATURE-ALGORITHM ::= {

IDENTIFIER

dsa-with-sha1

VALUE


DSA-Sig-Value

PARAMS

TYPE NULL ARE absent

HASHES

{ mda-sha1 }

PUBLIC-KEYS

{ pk-dsa }

SMIME-CAPS 
{ IDENTIFIED BY dsa-with-sha1 }

}

dsa-with-sha1 OBJECT IDENTIFIER ::=  {

iso(1) member-body(2) us(840) x9-57(10040) x9algorithm(4) 3 }

DSA-Sig-Value ::= SEQUENCE {

r

INTEGER,

s

INTEGER

} 

PUBLIC-KEY ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&KeyValue

OPTIONAL,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&keyUsage

KeyUsage OPTIONAL,

&PrivateKey

OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER

&id

[KEY


&KeyValue]

[PARAMS

[TYPE &Params] ARE &paramPresence]

[CERT-KEY-USAGE
&keyUsage]

[PRIVATE-KEY
&PrivateKey]

}

pk-dsa PUBLIC-KEY ::= {

IDENTIFIER 

id-dsa

KEY 


DSAPublicKey

PARAMS 

TYPE DSA-Params ARE inheritable

CERT-KEY-USAGE 
{ digitalSignature, contentCommitment, keyCertSign, cRLSign }

}

id-dsa OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) x9-57(10040) x9algorithm(4) 1 }

DSA-Params ::= SEQUENCE {

p

INTEGER,

q

INTEGER,

g

INTEGER

}

DSAPublicKey ::= INTEGER --  public key, y

sa-rsaWithMD5 SIGNATURE-ALGORITHM ::= {

IDENTIFIER
md5WithRSAEncryption

PARAMS
TYPE NULL ARE required

HASHES
{ mda-md5 }

PUBLIC-KEYS
{ pk-rsa }

SMIME-CAPS
{ IDENTIFIED BY md5WithRSAEncryption }

}

md5WithRSAEncryption OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 4 }

sa-rsaWithSHA1 SIGNATURE-ALGORITHM ::= {

IDENTIFIER
sha1WithRSAEncryption

PARAMS
TYPE NULL ARE required

HASHES
{ mda-sha1 }

PUBLIC-KEYS
{ pk-rsa }

SMIME-CAPS
{IDENTIFIED BY sha1WithRSAEncryption }

}

sha1WithRSAEncryption OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 5 }

SignatureValue ::= OCTET STRING

SignerIdentifier ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

...,

[[3: subjectKeyIdentifier [0] SubjectKeyIdentifier ]] }

EnvelopedData ::= SEQUENCE {

version 


CMSVersion,

originatorInfo 

[0] IMPLICIT OriginatorInfo OPTIONAL,

recipientInfos 

RecipientInfos,

encryptedContentInfo 
EncryptedContentInfo,

...,

[[2: unprotectedAttrs 
[1] IMPLICIT Attributes

{{ UnprotectedAttributes }} OPTIONAL ]] 

}

OriginatorInfo ::= SEQUENCE {

certs 
[0] IMPLICIT CertificateSet OPTIONAL,

crls 

[1] IMPLICIT RevocationInfoChoices OPTIONAL 

}

RecipientInfos ::= SET SIZE (1..MAX) OF RecipientInfo

EncryptedContentInfo ::= SEQUENCE {

contentType        

CONTENT-TYPE.&id({ContentSet}),

contentEncryptionAlgorithm
ContentEncryptionAlgorithmIdentifier,

encryptedContent   

[0] IMPLICIT ENCRYPTED 



{CONTENT-TYPE.&Type({ContentSet}{@contentType})} OPTIONAL 

}

ContentEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier

{CONTENT-ENCRYPTION, {ContentEncryptionAlgorithmSet}}

ContentEncryptionAlgorithmSet CONTENT-ENCRYPTION ::=

{ ContentEncryptionAlgs, ... }

ContentEncryptionAlgs CONTENT-ENCRYPTION ::= {

cea-aes128-CCM | cea-aes192-CCM | cea-aes256-CCM |

cea-aes128-GCM | cea-aes192-GCM | cea-aes256-GCM, ... }

cea-aes128-CCM CONTENT-ENCRYPTION ::= {

IDENTIFIER 

id-aes128-CCM

PARAMS TYPE 
CCMParameters ARE required

SMIME-CAPS 

{ IDENTIFIED BY id-aes128-CCM }

}

aes 


OBJECT IDENTIFIER ::=

{ joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101)


csor(3) nistAlgorithms(4)  1 }

id-aes128-CCM 
OBJECT IDENTIFIER ::= { aes 7 }

cea-aes192-CCM 
CONTENT-ENCRYPTION ::= {

IDENTIFIER 

id-aes192-CCM

PARAMS TYPE 
CCMParameters ARE required

SMIME-CAPS 

{ IDENTIFIED BY id-aes192-CCM }

}

id-aes192-CCM 
OBJECT IDENTIFIER ::= { aes 27 }

cea-aes256-CCM 
CONTENT-ENCRYPTION ::= {

IDENTIFIER 

id-aes256-CCM

PARAMS TYPE 
CCMParameters ARE required

SMIME-CAPS 

{ IDENTIFIED BY id-aes256-CCM }

}

id-aes256-CCM 
OBJECT IDENTIFIER ::= { aes 47 }

cea-aes128-GCM 
CONTENT-ENCRYPTION ::= {

IDENTIFIER 

id-aes128-GCM

PARAMS TYPE 
GCMParameters ARE required

SMIME-CAPS 

{ IDENTIFIED BY id-aes128-GCM }

}

id-aes128-GCM 
OBJECT IDENTIFIER ::= { aes 6 }

cea-aes192-GCM 
CONTENT-ENCRYPTION ::= {

IDENTIFIER 

id-aes128-GCM

PARAMS TYPE 
GCMParameters ARE required

SMIME-CAPS 

{ IDENTIFIED BY id-aes192-GCM }

}

id-aes192-GCM 
OBJECT IDENTIFIER ::= { aes 26 }

cea-aes256-GCM 
CONTENT-ENCRYPTION ::= {

IDENTIFIER 

id-aes128-GCM

PARAMS TYPE 
GCMParameters ARE required

SMIME-CAPS 

{ IDENTIFIED BY id-aes256-GCM }

}

id-aes256-GCM 
OBJECT IDENTIFIER ::= { aes 46 }

CCMParameters ::= SEQUENCE {

aes-nonce

OCTET STRING (SIZE(7..13)),

aes-ICVlen

AES-CCM-ICVlen DEFAULT 12 }

AES-CCM-ICVlen ::= INTEGER (4 | 6 | 8 | 10 | 12 | 14 | 16)

GCMParameters ::= SEQUENCE {

aes-nonce

OCTET STRING, -- recommended size is 12 octets

aes-ICVle

AES-GCM-ICVlen DEFAULT 12 }

AES-GCM-ICVlen ::= INTEGER (12 | 13 | 14 | 15 | 16)

CONTENT-ENCRYPTION ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&smimeCaps

SMIME-CAPS OPTIONAL

}

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS 
&smimeCaps]

}

ENCRYPTED {ToBeEncrypted} ::= OCTET STRING ( CONSTRAINED BY { ToBeEncrypted } )

UnprotectedAttributes ATTRIBUTE ::=  { ... }

RecipientInfo ::= CHOICE {

ktri

KeyTransRecipientInfo,

...,

[[3: kari  
[1] KeyAgreeRecipientInfo ]],

[[4: kekri 
[2] KEKRecipientInfo]],

[[5: pwri  
[3] PasswordRecipientInfo,

ori   
[4] OtherRecipientInfo ]] 

}

KeyTransRecipientInfo ::= SEQUENCE {

version 


CMSVersion,  -- always set to 0 or 2

rid 



RecipientIdentifier,

keyEncryptionAlgorithm 
AlgorithmIdentifier


{KEY-TRANSPORT, {KeyTransportAlgorithmSet}},

encryptedKey 

EncryptedKey 

}

KeyTransportAlgorithmSet KEY-TRANSPORT ::= { KeyTransportAlgs, ... }

KeyTransportAlgs KEY-TRANSPORT ::= { kt-rsa, ... }

kt-rsa 
KEY-TRANSPORT ::= {

IDENTIFIER 
rsaEncryption

PARAMS TYPE NULL ARE required

PUBLIC-KEYS { pk-rsa }

SMIME-CAPS 
{IDENTIFIED BY rsaEncryption}

}

rsaEncryption OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 1 }

pk-rsa PUBLIC-KEY ::= {

IDENTIFIER 
rsaEncryption

KEY 

RSAPublicKey

PARAMS TYPE NULL ARE absent

-- Private key format not in this module --

CERT-KEY-USAGE {digitalSignature, contentCommitment,

keyEncipherment, dataEncipherment, keyCertSign, cRLSign}

}

RSAPublicKey ::= SEQUENCE {

modulus

INTEGER, -- n

publicExponent
INTEGER  -- e

}

KEY-TRANSPORT ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&PublicKeySet
PUBLIC-KEY OPTIONAL,

&smimeCaps

SMIME-CAPS OPTIONAL

} 

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

[PUBLIC-KEYS 
&PublicKeySet]

[SMIME-CAPS 
&smimeCaps]

}

RecipientIdentifier ::= CHOICE {

issuerAndSerialNumber 

IssuerAndSerialNumber,

...,

[[2: subjectKeyIdentifier 
[0] SubjectKeyIdentifier ]] 

}

EncryptedKey ::= OCTET STRING

KeyAgreeRecipientInfo ::= SEQUENCE {

version 


CMSVersion,  -- always set to 3

originator 


[0] EXPLICIT OriginatorIdentifierOrKey,

ukm 



[1] EXPLICIT UserKeyingMaterial OPTIONAL,

keyEncryptionAlgorithm 
AlgorithmIdentifier


{KEY-AGREE, {KeyAgreementAlgorithmSet}},

recipientEncryptedKeys 
RecipientEncryptedKeys 

}

KeyAgreementAlgorithmSet KEY-AGREE ::= { KeyAgreementAlgs, ... }

KeyAgreementAlgs KEY-AGREE ::= { kaa-esdh | kaa-ssdh, ...}

kaa-esdh KEY-AGREE ::= {

IDENTIFIER 

id-alg-ESDH

PARAMS TYPE 
KeyWrapAlgorithm ARE required

PUBLIC-KEYS 
{ pk-dh }

-- UKM is not ASN.1 encoded

UKM ARE optional

SMIME-CAPS 

{TYPE KeyWrapAlgorithm IDENTIFIED BY id-alg-ESDH}

}

KeyWrapAlgorithm ::= AlgorithmIdentifier {KEY-WRAP, {KeyWrapAlgs }}
id-alg-ESDH OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 5 }

kaa-ssdh KEY-AGREE ::= {

IDENTIFIER 

id-alg-SSDH

PARAMS TYPE 
KeyWrapAlgorithm ARE required

PUBLIC-KEYS 
{pk-dh}

-- UKM is not ASN.1 encoded

UKM ARE optional

SMIME-CAPS 

{TYPE KeyWrapAlgorithm IDENTIFIED BY id-alg-SSDH}

}

id-alg-SSDH OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 10 }

KEY-AGREE ::= CLASS {

&id             OBJECT IDENTIFIER UNIQUE,

&Params         OPTIONAL,

&paramPresence  ParamOptions DEFAULT absent,

&PublicKeySet   PUBLIC-KEY OPTIONAL,

&Ukm            OPTIONAL,

&ukmPresence    ParamOptions DEFAULT absent,

&smimeCaps      SMIME-CAPS OPTIONAL

}

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

[PUBLIC-KEYS 
&PublicKeySet]

[UKM 


[TYPE &Ukm] ARE &ukmPresence]

[SMIME-CAPS 
&smimeCaps]

}

OriginatorIdentifierOrKey ::= CHOICE {

issuerAndSerialNumber 
IssuerAndSerialNumber,

subjectKeyIdentifier 
[0] SubjectKeyIdentifier,

originatorKey 

[1] OriginatorPublicKey 

}

OriginatorPublicKey ::= SEQUENCE {

algorithm 

AlgorithmIdentifier 


{PUBLIC-KEY, {OriginatorKeySet}},publicKey BIT STRING }

OriginatorKeySet 
PUBLIC-KEY ::= { KeyAgreePublicKeys, ... }

KeyAgreePublicKeys PUBLIC-KEY ::= { pk-dh, ...}

pk-dh PUBLIC-KEY ::= {

IDENTIFIER 

dhpublicnumber

KEY 


DHPublicKey

PARAMS TYPE 
DomainParameters ARE inheritable

-- Private key format not in this module --

CERT-KEY-USAGE 
{keyAgreement, encipherOnly, decipherOnly }

}

dhpublicnumber OBJECT IDENTIFIER ::= {

iso(1) member-body(2) us(840) ansi-x942(10046) number-type(2) 1 }

DHPublicKey ::= INTEGER  -- public key, y = g^x mod p

DomainParameters ::= SEQUENCE {

p



INTEGER,

-- odd prime, p=jq +1

g



INTEGER,

-- generator, g

q



INTEGER,

-- factor of p-1

j



INTEGER OPTIONAL,
-- subgroup factor, j>= 2

validationParams  ValidationParams OPTIONAL

}

ValidationParams ::= SEQUENCE {

seed

BIT STRING,

pgenCounter
INTEGER

}

UserKeyingMaterial ::= OCTET STRING

RecipientEncryptedKeys ::= SEQUENCE OF RecipientEncryptedKey

RecipientEncryptedKey ::= SEQUENCE {

rid 


KeyAgreeRecipientIdentifier,

encryptedKey 
EncryptedKey

}

KeyAgreeRecipientIdentifier ::= CHOICE {

issuerAndSerialNumber 
IssuerAndSerialNumber,

rKeyId 


[0] IMPLICIT RecipientKeyIdentifier 

}

RecipientKeyIdentifier ::= SEQUENCE {

subjectKeyIdentifier 
SubjectKeyIdentifier,

date 



GeneralizedTime OPTIONAL,

other 


OtherKeyAttribute OPTIONAL 

}

SubjectKeyIdentifier ::= OCTET STRING

KEY-ATTRIBUTE ::= TYPE-IDENTIFIER

OtherKeyAttribute ::= SEQUENCE {

keyAttrId  KEY-ATTRIBUTE.&id({SupportedKeyAttributes}),

keyAttr    KEY-ATTRIBUTE.&Type({SupportedKeyAttributes}{@keyAttrId})

}

SupportedKeyAttributes KEY-ATTRIBUTE ::= { ... }

KEKRecipientInfo ::= SEQUENCE {

version 


CMSVersion,  -- always set to 4

kekid 


KEKIdentifier,

keyEncryptionAlgorithm 
KeyEncryptionAlgorithmIdentifier,

encryptedKey
 
EncryptedKey 

}

KeyEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier

{KEY-WRAP, {KeyEncryptionAlgorithmSet}}

KeyEncryptionAlgorithmSet KEY-WRAP ::= { KeyWrapAlgs, ... }

KeyWrapAlgs KEY-WRAP ::= { kwa-3DESWrap | kwa-RC2Wrap, ... }

kwa-3DESWrap KEY-WRAP ::= {

IDENTIFIER 
id-alg-CMS3DESwrap

PARAMS 
TYPE NULL ARE required

SMIME-CAPS 
{IDENTIFIED BY id-alg-CMS3DESwrap}

}

id-alg-CMS3DESwrap OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 6 }

kwa-RC2Wrap KEY-WRAP ::= {

IDENTIFIER 
id-alg-CMSRC2wrap

PARAMS 
TYPE RC2wrapParameter ARE required

SMIME-CAPS 
{ IDENTIFIED BY id-alg-CMSRC2wrap }

}

id-alg-CMSRC2wrap OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkcs(1) pkcs-9(9) smime(16) alg(3) 7 }

RC2wrapParameter ::= RC2ParameterVersion

RC2ParameterVersion ::= INTEGER

KEY-WRAP ::= CLASS {

&id                OBJECT IDENTIFIER UNIQUE,

&Params            OPTIONAL,

&paramPresence     ParamOptions DEFAULT absent,

&smimeCaps         SMIME-CAPS OPTIONAL

}

WITH SYNTAX {

IDENTIFIER 
&id

[PARAMS 
[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS &smimeCaps]

}

KEKIdentifier ::= SEQUENCE {

keyIdentifier 
OCTET STRING,

date 


GeneralizedTime OPTIONAL,

other 

OtherKeyAttribute OPTIONAL 

}

PasswordRecipientInfo ::= SEQUENCE {

version 


CMSVersion,   -- always set to 0

keyDerivationAlgorithm 
[0] KeyDerivationAlgorithmIdentifier OPTIONAL,

keyEncryptionAlgorithm 
KeyEncryptionAlgorithmIdentifier,

encryptedKey 

EncryptedKey 

}

KeyDerivationAlgorithmIdentifier ::= AlgorithmIdentifier

{KEY-DERIVATION, {KeyDerivationAlgs, ...}}

KeyDerivationAlgs KEY-DERIVATION ::= { kda-PBKDF2, ... }

kda-PBKDF2 KEY-DERIVATION ::= {

IDENTIFIER 
id-PBKDF2

PARAMS 
TYPE PBKDF2-params ARE required

-- No S/MIME caps defined

}

id-PBKDF2 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) pkcs-5(5) 12 }

PBKDF2-params ::= SEQUENCE {

salt 

CHOICE {



specified 
OCTET STRING,



otherSource 
PBKDF2-SaltSourcesAlgorithmIdentifier },

iterationCount 
INTEGER (1..MAX),

keyLength 

INTEGER (1..MAX) OPTIONAL,

prf 


PBKDF2-PRFsAlgorithmIdentifier DEFAULT
defaultPBKDF2

}

defaultPBKDF2 PBKDF2-PRFsAlgorithmIdentifier ::=

{algorithm alg-hMAC-SHA1.&id, parameters NULL:NULL }

PBKDF2-SaltSourcesAlgorithmIdentifier ::=

AlgorithmIdentifier {ALGORITHM, {PBKDF2-SaltSources}}

PBKDF2-SaltSources ALGORITHM ::= { ... }

PBKDF2-PRFsAlgorithmIdentifier ::= AlgorithmIdentifier

{ ALGORITHM,{PBKDF2-PRFs} }

PBKDF2-PRFs ALGORITHM ::= { alg-hMAC-SHA1, ... }

alg-hMAC-SHA1 ALGORITHM ::=

{ IDENTIFIER hMAC-SHA1 PARAMS TYPE NULL ARE required }

ALGORITHM ::= CLASS {

&id 


OBJECT   IDENTIFIER UNIQUE,

&Params      
OPTIONAL,

&paramPresence 
ParamOptions DEFAULT absent,

&smimeCaps   
SMIME-CAPS OPTIONAL

} 
WITH SYNTAX {

IDENTIFIER 
&id

[PARAMS 
[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS &smimeCaps]

}

KEY-DERIVATION ::= CLASS {

&id                OBJECT IDENTIFIER UNIQUE,

&Params            OPTIONAL,

&paramPresence     ParamOptions DEFAULT absent,

&smimeCaps         SMIME-CAPS OPTIONAL

}

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

[SMIME-CAPS 
&smimeCaps]

}

OTHER-RECIPIENT ::= TYPE-IDENTIFIER

OtherRecipientInfo ::= SEQUENCE {

oriType    
OTHER-RECIPIENT.&id({SupportedOtherRecipInfo}),

oriValue   
OTHER-RECIPIENT.&Type({SupportedOtherRecipInfo}{@oriType})

}

SupportedOtherRecipInfo OTHER-RECIPIENT ::= { ... }

DigestedData ::= SEQUENCE {

version 

CMSVersion,

digestAlgorithm 
DigestAlgorithmIdentifier,

encapContentInfo 
EncapsulatedContentInfo,

digest 

Digest, ... 

}

Digest ::= OCTET STRING

EncryptedData ::= SEQUENCE {

version


CMSVersion,

encryptedContentInfo 
EncryptedContentInfo,

...,

[[2: unprotectedAttrs 
[1] IMPLICIT Attributes

{{UnprotectedAttributes}} OPTIONAL ]] 

}

AuthenticatedData ::= SEQUENCE {

version 

CMSVersion,

originatorInfo 
[0] IMPLICIT OriginatorInfo OPTIONAL,

recipientInfos 
RecipientInfos,

macAlgorithm 
MessageAuthenticationCodeAlgorithm,

digestAlgorithm
[1] DigestAlgorithmIdentifier OPTIONAL,

encapContentInfo
EncapsulatedContentInfo,

authAttrs 

[2] IMPLICIT AuthAttributes OPTIONAL,

mac 


MessageAuthenticationCode,

unauthAttrs 
[3] IMPLICIT UnauthAttributes OPTIONAL 

}

AuthAttributes ::= SET SIZE (1..MAX) OF Attribute{{AuthAttributeSet}}

AuthAttributeSet ATTRIBUTE ::= 

{ aa-contentType | aa-messageDigest | aa-signingTime, ...}

MessageAuthenticationCode ::= OCTET STRING

UnauthAttributes ::= SET SIZE (1..MAX) OF Attribute{{UnauthAttributeSet}}

UnauthAttributeSet ATTRIBUTE ::= {...}

MessageAuthenticationCodeAlgorithm ::= AlgorithmIdentifier

{MAC-ALGORITHM, {MessageAuthenticationCodeAlgorithmSet}}

MessageAuthenticationCodeAlgorithmSet MAC-ALGORITHM ::= { MessageAuthAlgs, ... }

MessageAuthAlgs
MAC-ALGORITHM ::= {maca-hMAC-SHA1,...}

maca-hMAC-SHA1 MAC-ALGORITHM ::= {

IDENTIFIER 

hMAC-SHA1

PARAMS 

TYPE NULL ARE preferredAbsent

IS-KEYED-MAC 
TRUE

SMIME-CAPS 

{IDENTIFIED BY hMAC-SHA1}

}

hMAC-SHA1
OBJECT IDENTIFIER ::= {

iso(1) identified-organization(3) dod(6) internet(1) security(5)

mechanisms(5) 8 1 2}

MAC-ALGORITHM ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Params

OPTIONAL,

&paramPresence
ParamOptions DEFAULT absent,

&keyed

BOOLEAN,

&smimeCaps

SMIME-CAPS OPTIONAL

}

WITH SYNTAX {

IDENTIFIER 

&id

[PARAMS 

[TYPE &Params] ARE &paramPresence]

IS-KEYED-MAC 
&keyed

[SMIME-CAPS 
&smimeCaps]

}

SigncryptedData
::= SEQUENCE {

version

CMSVersion,

digestAlgorithms
SET OF DigestAlgorithmIdentifier,

encapContentInfo
EncapsulatedContentInfo,

certificates
[0] CertificateSet OPTIONAL,

crls


[1] RevocationInfoChoices
OPTIONAL,

signcrypterInfos
SigncrypterInfos

}

SigncrypterInfos
::= SET SIZE(0..MAX) OF SigncrypterInfo

SigncrypterInfo
::= SEQUENCE {

version

CMSVersion,

sids


SigncrypterIDs,

digestAlgorithm
[0] DigestAlgorithmIdentifier OPTIONAL,

signedAttrs

[1] SignedAttributes OPTIONAL,

signatureAlgorithm
SignatureAlgorithmIdentifier,

signature

SignatureValue,

unsignedAttrs
[2] Attributes{{UnsignedAttributes}} OPTIONAL

}

SigncrypterIDs
::= SEQUENCE {

sender
KeyPairIdentifier,

recipient
KeyPairIdentifier

}

KeyPairIdentifier
::= CHOICE {

issuerAndSerialNumber
IssuerAndSerialNumber,

subjectKeyIdentifier
[0] SubjectKeyIdentifier,

certHash


[1] CertHash

}

CertHash ::= HASH{Certificate}

SIGNCRYPTED ::= CLASS {

&id


OBJECT IDENTIFIER UNIQUE,

&Type

OPTIONAL
}

WITH SYNTAX {OID &id [PARMS &Type]}

Signcrypted{SIGNCRYPTED:IOSet} ::= SEQUENCE {

name

SIGNCRYPTED.&id({IOSet}),

parts

SIGNCRYPTED.&Type({IOSet}{@name}) OPTIONAL

}

SigncryptedParts
::= Signcrypted{{Manifest}}

Manifest

SIGNCRYPTED ::= {xPathManifest,...}

xPathManifest
SIGNCRYPTED ::= {OID id-cms-XPath PARMS XPathSet }

id-cms-XPath
OBJECT IDENTIFIER ::= {itu-t recommendations(0) x(24) cms(894)


signcryption(1) manifest(2) xPath(0)}

XPathSet ::= SEQUENCE SIZE(1..MAX) OF XPath

XPath ::= UTF8String (CONSTRAINED BY { -- XML Path Language 2.0 -- })

MessageDigest ::= OCTET STRING

SigningTime  ::= Time

Time ::= CHOICE {

utcTime 
UTCTime,

generalTime GeneralizedTime 

}

ATTRIBUTE ::= CLASS {

&id



OBJECT IDENTIFIER UNIQUE,

&Type


OPTIONAL,

&equality-match
MATCHING-RULE OPTIONAL,

&minCount

INTEGER DEFAULT 1,

&maxCount

INTEGER OPTIONAL 

}

WITH SYNTAX {

[TYPE 


&Type]

[EQUALITY MATCHING RULE 
&equality-match]

[COUNTS [MIN &minCount] [MAX &maxCount]]

IDENTIFIED BY 

&id

}

MATCHING-RULE ::= CLASS {

&ParentMatchingRules
MATCHING-RULE OPTIONAL,

&AssertionType

OPTIONAL,

&uniqueMatchIndicator
ATTRIBUTE OPTIONAL,

&id




OBJECT IDENTIFIER UNIQUE
}

WITH SYNTAX {

[PARENT 


&ParentMatchingRules]

[SYNTAX 


&AssertionType]

[UNIQUE-MATCH-INDICATOR 
&uniqueMatchIndicator]

ID 




&id

}

aa-contentType ATTRIBUTE ::=

{ TYPE ContentType IDENTIFIED BY id-contentType }

id-contentType OBJECT IDENTIFIER ::= 

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9) 3 }

aa-messageDigest ATTRIBUTE ::=

{ TYPE MessageDigest IDENTIFIED BY id-messageDigest}

id-messageDigest OBJECT IDENTIFIER ::= 

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9) 4 }

aa-signingTime ATTRIBUTE ::=

{ TYPE SigningTime IDENTIFIED BY id-signingTime }

id-signingTime OBJECT IDENTIFIER ::= 

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9) 5 }

aa-signcryptedParts
ATTRIBUTE ::= 

{ TYPE SigncryptedParts IDENTIFIED BY id-signcryptedParts}

id-signcryptedParts
OBJECT IDENTIFIER ::= {itu-t recommendation(0) x(24) 

cms(894) signcryption(1) attributes(1) signcryptedParts(0)}

END

Annex B

Object identifiers defined in this Recommendation | International Standard
(This annex forms an integral part of this Recommendation.)


This recommandation | International Standard defines the following object identifiers:

a) object identifier associated to the ASN.1 module:

{itu-t recommendation(0) x(24) cms(894) module(0) version1(1)}

“/ITU-T/Recommendation/X/CMS/Module/Version1"
b) object identifier associated to the signcryptedData:


{itu-t recommendation(0) x(24)cms(894) signcryption(1) data(0)}


"/ITU-T/Recommandation/X/CMS/Signcryption/Data"
c) object identifier associated to the signcryptedParts attribute:



{itu-t recommendations(0) x(24) cms(894) signcryption(1) attributes(1)
 signcryptedParts(0}

"ITU-T/Recommandation/X/CMS/Signcryption/Attributes/SignCryptedParts"
d) object identifier associated to the xPathManifest:



{itu-t recommendations(0) x(24) cms(894) signcryption(1) manifest(2) xPath(0}


"ITU-T/Recommandation/X/CMS/Signcryption/Manifest/xPath"
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