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1. Background

Internet architecture is going through an exciting evolution
with the emergence of wireless access technologies. This
new Internet not only requires a larger IP address space, but
also a number of fundamental features to enable wireless
networking and mobility. The current state of IPv4-NAT
architecture simply does not adequately serve this new
Internet especially in terms of security, mobility,
extensibility, and dynamic reconfigurability. IPv6 is rapidly
emerging as the preferred platform to meet the many needs
of the new Internet.

2. Technical Issues and Implications
2.1. Devices Providing Application Services

One of the most critical deficiencies of the IPv4-NAT
architecture is its inability to allow hosts to run as the
connection-receiving end of a communication session
(similar to servers). Internet access devices are becoming
more capable and powerful, thanks to their faster CPU,
increased bandwidth and storage capacity, as well as new
peripherals - such as cameras, sensors, GPS, etc. This leads
to a new trend that enables such devices to provide
application services, in addition to being ordinary clients.

A wireless IPv4-NAT access network simply does not allow
client devices to run as servers, because of NAT's inability to
map incoming connections to its clients' private IP
addresses. One workaround to this problem is to deploy an
ALG (Application Level Gateway) on the NAT for each
service of interest. This solution incurs significant protocol
design and service deployment complexity. Furthermore,
this is not a scalable solution since it requires protocol-
specific changes for each service that needs to go through
NAT. Therefore, while ALGs could provide a costly solution
for enabling few services through NATSs, they fail to restore
the much-needed end-to-end transparency that is lost upon
NAT deployment. Meanwhile, none of these aforementioned
limitations is an issue for an IPv6 access network as it does
not have to deploy NATS.




not have to deploy NATS.
2.2. Plug-and-Play

While consumer devices are becoming more capable,
another trend is the miniaturization of devices that are used
for other purposes, such as sensor networks. Lack of a user
interface for configuration and the sheer number of devices
at any given time, combined with mobility, simply make
enhanced dynamic reconfigurability an absolute necessity.
IPv0O's plug-and-play capabilities, such as address auto-
configuration and anycast address support, are indispensable
features for large-scale sensor networks.

2.3. Security

Security of wireless Internet is another reason why IPv6 is a
necessity. Before the Internet started going wireless, it had
been enjoying security provided by the wired networks. A
dial-up client's access to the Internet could be assumed
reasonably secure by relying on the physical security of
phone lines and trust in the operator's network. A similar
trust is established on the other end of the communication
where the server is connected to the Internet via a similar
setup. Furthermore, the Internet backbone between two
access networks has always been regarded as reasonably
secure.

This trust model is changing with the introduction of
wireless access networks on the Internet. Not only are the
access networks of the client susceptible to various threats -
depending on the level of security mechanisms applied, but
also the access networks of their peers are affected. The
current state of wireless network security is far from
adequate, and the future prospects do not look as if they
will ever get to be as good as wired network security. While
your clients can ensure that they are protected from threats
on their access network by using appropriate security
mechanisms, they can never be sure about the same for their
peers' side. This leaves the end-to-end security the only sure
bet for securing the communication without regard to where
the traffic passes through.

End-to-end security should be accomplished by deploying
IPsec. Unfortunately IPsec cannot be used adequately
through NATSs today. There are on-going efforts to solve this
problem, but in most cases the solutions appear to be
kludges that come with limitations and various risks. The
best solution to prevent vulnerabilities stemming from
wireless Internet is to use end-to-end IPsec over IPvO. It




should be noted that while IPv6 is necessary, it is not
sufficient for global deployment of end-to-end IPsec on the
Internet, which depends on factors that are outside the
scope of base IP protocol.

2.4. Mobile IP

Mobile IPv4 is the IETF (Internet Engineering Task Force)
standard protocol for handling mobility of an IPv4 node
across the Internet. This protocol allows the use of a single
fixed TP address regardless of the IP subnet changes, and
hence enables continuous reachability for mobile nodes. The
fixed IP address is called a home address, and the IP address
acquired at each visited network is called a care-of address.
The mapping between the home address and the care-of
address of a mobile node is maintained at a special
redirection server called a home agent. Home agent
intercepts packets on behalf of the mobile node and sends
them to its care-of address when the mobile node is away
from its home network.

Due to the sheer number of mobile nodes, a typical Mobile
IPv4 node would have a non-routable private IPv4 home
address. Also, since they cannot be given a unique globally
routable IPv4 care-of address at the visited networks, either
a special mobility agent, called a foreign agent, should be
deployed in those networks, or mobile node and its home
agent should deploy an additional NAT-traversal mechanism.
Mobile IPv4 NAT-traversal protocol extension is specified in
a separate RFC that is IPR-encumbered. Furthermore, this
extension generates various security vulnerabilities.
Regardless of which solution is used, presence of private
IPv4 addresses leads to compulsory tunneling of both
incoming and outgoing packets between the mobile node
and its home agent. Effectively what that means is that even
when two mobile IPv4 nodes are attached to the same
visited network, the end-to-end communication between the
two has to traverse through the home agent of each node. In
an extreme case this can very well incur an extra full round-
trip around the world. This sub-optimal routing is the result
of Mobile TPv4 design that has been impacted by the lack of
IPv4 addresses.

On the other hand, Mobile IPv6 design and deployment
enjoys both the availability of addresses and the extensibility
provided by IPv6 protocol. Route optimization signaling
enables a mobile IPv6 node to inform its correspondent
node about its new care-of address. This allows both mobile
node and the correspondent node to send and receive
packets using the shortest path between the two. One useful




by-product of this feature is location-based services. Mobile
IPvG location update signaling can be used by a
correspondent node to infer the geographic location of a
mobile node, and hence provide customized service or
content. This optional protocol signaling can be turned off if
the mobile node's location privacy is an issue.

Deployment of Mobile IPv4 foreign agents imposes
additional infrastructure cost for service providers when
NAT-traversal mechanism is unavailable or its security
deficiencies are unacceptable. This creates either an
additional burden on the service provider when they want to
enable Mobile IPv4, or a limitation of IP-layer mobility of
mobile nodes on the access networks - where the provider
avoided this additional cost. On the other hand, a mobile
IPv6 node can use mobility protocol wherever it can get
simple IPv6 service. Mobile IPv6 protocol does not require
or even define foreign agents. This leads to scalable Internet-
wide mobility management.

In addition to making mobile IPv6 more attractive to users,
IPv6 also opens up business opportunities for new service
providers. Internet-wide IPv6 mobility management can be
provided by running a home agent anywhere on the
Internet. IPv6 Internet access and mobility management can
be provided by separate entities. Hence, building and
maintaining costly access networks is not a requirement for
providing IPv6 mobility service.

2.5. Extensibility and Standardization

In general, it is extremely hard to predict what kind of new
requirements the future will impose on Internet architecture.
An extensible protocol like IPv6 has more prospects to meet
the unforeseen needs than its rigid IPv4 counterpart. IPv6's
flexibility is made possible by extension headers and options
in its design. While IPv6 enjoys its architecturally clean
extensibility, IPv4 is limited to a slow, costly and limited
patching process that further upsets its original design
principals.

IETF has been creating new working groups to tackle ever-
increasing needs of the mobile and wireless Internet. Mobile
IP, Seamoby, NSIS, NEMO, SEND are among such groups. In
many of these working groups it is a proven fact that
designing protocols that can work through NAT is a painful
task. Protocols get more complicated and it takes longer to
design them. Any service provider who relies on standards-
based products from vendors should take both this delay
and possible additional costs into consideration.




Furthermore, some of these working groups are only
tackling IPv6 problems, leaving IPv4 counterpart problems
unsolved. For example, SEND Working Group is working on
extending security of IPv6 neighbor and router discovery,
while IPv4 ARP and router discovery are not in its scope.
NEMO Working Group is developing a network mobility
protocol for IPv6 only. When standards-based solutions are
important and proprietary ones are costly and non-
interoperable, choosing the right base protocol for the future
becomes a critical decision for service providers.

2.6. Architectures

Currently, 3GPP architecture mandates IPv6 for its IMS (IP-
based Multimedia Subsystem). All IMS elements are IPv6-
only, and both the protocol signaling and media-flow are
carried only over IPv6. 3GPP2 architecture is based on IPv4,
but there are on-going efforts to support IPv6 on this system.
Wireless LANs appear to be the most effective platform to
deploy IPv6 and get it on the air today.

3. Summary

Current and future challenges of mobile and wireless
Internet can only be met by IPv6. IPv4 can merely provide
costly, limited, inefficient, insecure, and patchy solutions to
today's and tomorrow's problems. IPv6 further improves
upon its predecessor by allowing new services to be added
over time. IPv6 is the only solution for the truly mobile and
wireless Internet, both from the users' and the service
providers' perspective.




